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Performance Work Statement (PWS)

1. [bookmark: _Toc229401120]Introduction/Background
The United States Space Force (USSF) requires the capability to prepare warfighters for multi-domain operations through the development, integration, and employment of advanced Space Modeling and Simulation (M&S) capabilities within Live, Virtual, and Constructive (LVC) training environments. The contractor shall enable execution of the USSF Service Exercise Plan, including keystone events such as SPACE FLAG and Flashpoint, by ensuring the availability, reliability, and performance of secure, fully operational M&S services.  
The 392 Combat Training Squadron (392 CTS) delivers advanced space training, exercise execution, and mission rehearsal capabilities in support of USSF readiness objectives. The squadron operates the Distributed Mission Operations Center – Space (DMOC-S), and executes Service-level exercises, mission-focused training, and joint and coalition integration events.
M&S capabilities shall support realistic, threat-informed training and mission rehearsal for joint and allied partners, independent of delivery methods or underlying infrastructure. The contractor shall ensure M&S services are interoperable, scalable, and responsive to evolving mission requirements to sustain effective training and operational readiness.
The Government requires the capability to operate, integrate, and sustain advanced M&S capabilities to support Service-level training and operational objectives. M&S capabilities shall be delivered from Government-owned facilities, including, the DMOC-S, as well as contractor and cloud-based platforms. 
To meet mission demands within a high operational tempo and a continuously evolving capability landscape, the contractor shall provide responsive, technically proficient support to ensure the availability, performance, and advancement of M&S capabilities. 
This PWS defines the required contractor services to plan, coordinate, and execute exercises; maintain and manage M&S environments; and integrate emerging capabilities to enhance mission effectiveness in support of Service-level training and operational requirements.
1.1. [bookmark: _Toc229401121]Mission Overview
The 392 CTS provides space combat training through LVC environments to prepare warfighters to achieve and maintain operational dominance in the space domain. The 392 CTS establishes and sustains collaborative relationships with USSF, joint, interagency, allied, partners to synchronize training objectives, optimize resources, and accomplish mission requirements.  
The Contractor shall provide comprehensive services to support execution of the USSF advanced training and exercise program. This includes delivering core capabilities to plan, integrate, execute, and assess M&S-enabled exercises, including but not limited to SPACE FLAG, FLASHPOINT, POLARIS HAMMER and SPACE SKIES readiness series, in support of for U.S., joint, and allied warfighters. 
The objective is to deliver a persistent, realistic, and threat-representative training environment that enables combat readiness and enhances tactical proficiency in the space domain. The Contractor shall support the planning, integration, execution, and assessment of M&S-enable training and exercises in support of USSF readiness objectives. 
This effort constitutes direct mission support to the 392 CTS and is critical to the execution of USSF training, exercise, and readiness objectives. Contractor performance directly enables space warfighter preparedness through support to M&S environments, exercise planning and execution, and operational activities.
1.2. [bookmark: _Toc229401122]Scope
This effort constitutes direct mission support to the Delta 11, 392 CTS and is critical to the execution of USSF training, exercise, and readiness objectives.  Contractor performance directly enables space warfighter preparedness through support to M&S environments, exercise planning and execution, and operational activities.
The Contractor shall provide a combination of support services that include, but are not limited to:
· Mission Support Services. Direct operational support to the planning, integration, execution, and assessment of space training and exercises.
· Information Technology, Communications, and Management Support (ITC&MS). Information Technology (IT) infrastructure, network operations, cybersecurity, system administration, and user support required to sustain the M&S enclave and associated systems. 
· Advisory and Assistance Services (A&AS). Analytical, planning, and programmatic support to include strategic planning, exercise design, and performance assessment activities. 
These categories of support are further detailed in Section 3.0 (Performance Requirements).
This requirement includes Mission Essential Services (MES) as defined by applicable Department of War (DoW) guidance. The services provided under this contract are critical to maintaining continuity of operations and mission readiness during contingencies, emergencies, or other disruptions. Accordingly, the Contractor shall comply with the requirements of Revolutionary Federal Acquisition Regulation (FAR) Overhaul Defense FAR Supplement (R-DFARS) 252.237-7023, Continuation of Essential Contractor Services.
The Contractor shall develop, maintain, and implement a Mission Essential Contractor Services Plan that addresses continuity of operations, strategies, risk mitigation, and operational sustainment during degraded or contingency conditions.  This plan shall include provisions for all required staffing, including any extended or alternate shift operations (e.g., second shift) necessary to sustain mission execution. See R-DFARS 252.237-7024, Notice of Continuation of Essential Contractor Services for additional requirements.
The Government will coordinate with the host installation to ensure appropriate support, access, and prioritization for mission essential contractor personnel during contingency operations, as required.
2. [bookmark: _Toc229401123]General Requirements
This section describes the general requirements for this effort.  The following sub-sections provide details of various considerations on this effort. 
2.1. [bookmark: _Toc229401124]Non-Personal Services
The Government will neither supervise Contractor employees nor control the method by which the Contractor performs the required tasks. Under no circumstances will the Government assign tasks to or prepare work schedules for individual Contractor employees.  The Contractor shall ensure its employees understand the prohibitions imposed on the Government regarding personal services contracts, as defined in the Federal Acquisition Regulations (FAR) as “a personal services contract is characterized by the employer-employee relationship it creates between the Government and the contractor’s personnel.” The Contractor shall manage its employees and guard against any actions that are of the nature of personal services or give the perception of personal services. If the Contractor believes that any actions constitute, or are perceived to constitute personal services, the Contractor shall notify the Procuring Contracting Officer (PCO) immediately.
2.2. [bookmark: _Toc229401125]Contractor Management
The Contractor shall perform program management by providing and orchestrating resources, financial management, administering contract actions, monitoring performance, making recommendations for improvement, supporting meetings, preparing deliverables and integrate and coordinate all activity needed to satisfy the requirement. 
The Contractor shall manage the timeliness, completeness, and quality of problem identification, and resolution, as applicable. The Contractor shall provide corrective action plans, proposal submittals, timely identification of issues, and effective management of subcontractors. 
The Contractor shall seek to ensure customer satisfaction and professional and ethical behavior of all Contractor personnel. If the Contractor has any proposed revisions to this PWS or any other contract attachment, for the purpose of making the documents more accurate (regulatory changes) or complete (for clarity), the Contractor shall submit suggested revisions as word document with tracked changes and a change request to the Contracting Officer Representative (COR) and CO for consideration. 
The Contractor shall develop, maintain, and update the training tracker database and associated training support products required to support contract performance, workforce tracking, and user administration. The Contractor shall ensure the training tracker remains current, functional, and aligned with Government requirements and shall maintain any related documentation, user guidance, and support materials necessary for its effective use. (Contract Data Requirements List (CDRL) A001 – Contractor’s Progress, Status, and Management Report, CDRL A002 – Cost Performance Report, CDRL A003 – Contract Funds Status Report, CDRL A004 – Management Plan)  
2.2.1. [bookmark: _Toc229401126]Contract Administration
The Contractor shall ensure its personnel do not perform inherently Governmental activities, as defined in RFO 7.5, Inherently Governmental Functions.  The Contractor shall ensure its personnel do not attempt to represent the Government of the United States to any other person or entity, US, or foreign, except for delivering a Government-approved message or position.  All briefings, policies, plans and other formal products the Contractor develops, reviews, and creates, will be reviewed and approved by the Government.  
2.2.2. [bookmark: _Toc229401127]Contractor Point of Contact (POC)
The Contractor shall have a single point of contact between the Government and Contractor personnel assigned to support this contract. This lead shall coordinate with the COR to obtain and clarify contract requirements and shall be responsible for the daily control and supervision of the Contractor’s employees.  
2.2.3. [bookmark: _Toc229401128] Personnel Administration
The Contractor shall maintain the currency of their employees by providing initial and refresher training as required to meet the PWS requirements. The Contractor shall obtain approval from Government prior to attending Government-provided training classes.  Provided there is no cost to the Government, the Contractor may be eligible to attend Government-sponsored and Government-provided training to maintain proficiency in software, administrative procedures or other areas.  Additionally, provided there is no cost to the Government, the Contractor may be eligible to attend third party-provided off-site seminars and classes.
2.2.4. [bookmark: _Toc229401129]Contractor Identification
Contractor employees shall clearly identify themselves as “Contractors” at all times, in all communications and representations, including in the workplace, at meetings, in conversations, telecommunications, mail, electronic mail (e-mail), and faxes, whether with Government personnel, other Contractor personnel, or with the public.  Contractor personnel shall wear a readily visible badge that clearly identifies them as Contractor employees. 
2.2.5. Technical Interchange and Communication Channels
To facilitate mission effectiveness and timely delivery of services, 392 CTS authorizes and encourages direct and routine technical interchange between 392 CTS personnel and Contractor Subject Matter Experts (SME). Personnel will use these communications to clarify requirements, exchange technical information, provide feedback on work-in-progress, and collaborate on tasks already assigned through the designated Contractor lead.
These informal communications do not constitute formal tasking. The 392 CTS will provide all new tasks, changes in priority, and formal direction directly to the designated POC/lead. The Contractor lead remains solely responsible for assigning and managing the workload of Contractor personnel. This authorization does not permit 392 CTS personnel supervision of Contractor employees.  
2.3. [bookmark: _Toc229401130] Contractor Personnel, Disciplines, and Specialties
The Contractor shall accomplish the assigned work by employing and utilizing qualified personnel with appropriate combinations of education, training, and experience. The Contractor shall ensure the labor categories, labor rates, and man-hours utilized in the performance of each Task Order (PWS line item) issued hereunder will be the minimum necessary to accomplish the task. The Contractor shall provide the necessary resources and infrastructure to manage, perform, and administer the contract. 
The Contractor shall maintain the highest degree of professionalism and communicate collaboratively with all 392 CTS personnel and stakeholder personnel. Contractor SMEs shall actively transfer knowledge and provide informal mentorship to 392 CTS personnel. This mentorship must cover established processes, technical systems and operational best practices to enhance the unit's overall proficiency and institutional knowledge.
2.3.1. [bookmark: _Toc229401131]Personnel Turnover
The Contractor shall ensure continuity of services during personnel absences due to sickness, leave, and voluntary or involuntary termination from employment such that impact to the Government is minimal. Once the Contractor knows an employee will no longer support the requirement, the Contractor shall provide written documentation to the Contracting Office (CO) and COR within three (3) business days.  In this notification, the Contractor shall include the date and time the position will be vacant, anticipated fill date, and what management actions the Contractor will take to ensure uninterrupted performance.  Position vacancies shall not exceed 30 calendar days unless approved in writing or otherwise directed in advance by the CO (e.g. a grace period associated with new awards and PWS modifications, increasing the number of personnel on a task order). (CDRL A005 – Transition Report)   
2.3.2. [bookmark: _Toc229401132]Removal of Personnel at Government Request. 
The Government may request removal (permanent or temporary) of personnel for security, safety or health reasons, or when Contractor personnel behave in an unprofessional manner that would be considered unacceptable by a reasonable person. 
2.4. [bookmark: _Toc229401133] Location and Hours of Work
This PWS requires work at Schriever Space Force Base (SFB), Suffolk, Buckley SFB, Hurlburt Field, Vandenberg SFB and at various Contractor and Government facilities mainly in the continental U.S. Normal workdays are eight (8) hours per day, Monday through Friday, except US Federal Holidays. The Contractor shall generally support a normal work week of 40 hours per week. Core hours of work are from 0900 to 1500 daily. The contractor shall be prepared to implement flexible work schedules, including 24-hour/7-day operations periodically to support exercises, real-world contingency operations, advanced training requirements, and demonstrations according to a mutually agreed upon schedule between the contractor and the Government.
2.4.1. [bookmark: _Toc229401134]Building Access
The Government will provide Contractor personnel unescorted access to facilities consistent with task requirements.  Access to Government facilities, documents and systems will be in accordance with the DD Form 254.
2.4.2. [bookmark: _Toc229401135]Morale Events	
There may also be occasions when Contractors are invited to participate in morale and recreational activities (e.g., holiday parties, golf outings, sports day and other various social events).  Under these circumstances, Contractor employees shall comply with individual company policy in accordance with company compensation system.  Because the Government does not have an employer/employee relationship with Contractor employees, it is not authorized to grant administrative leave or expend Government resources to compensate Contractor employees for hours expended on activities not included in the PWS.    
2.4.3. [bookmark: _Toc229401136]Closures	
For closures affecting the availability of the Government site (e.g., weather closures, a National Day of Mourning, etc.), the Government will notify the Contractor through normal means such as the Snow Call Line and local news outlets, or via email from the COR or CO.  During such closures, Contractor personnel may telework if they have a COR-approved telework request in place.
2.4.4. [bookmark: _Toc229401137]Teleworking	
Telecommuting/telework is defined as authorization for an employee that works at the United States Government (USG) location, to work at an alternate location, i.e., at the employee’s home or Contractor location, either routinely or situationally.  Contractor-designated location is defined as a contractor-identified place of performance for specific employees, i.e., not at the USG location.  
Telecommuting/telework is generally customer-specific, and all telework approved equipment must be authorized by the Government for use. Regardless of work location, the Contractor shall maintain availability during core hours via e-mail, Government approved video conferencing, and phone.  The Government will not assume operating costs associated with the Contractor using an alternate worksite; all telecommuting/ telework expenses for Internet, telephone connectivity, and other equipment services shall be borne by the Contractor. Any costs related to maintenance required for remote telework Government Furnished Equipment not due to negligence, to include shipping costs (if required), will be paid by the Government.  The Contractor shall provide a written request with appropriate rationale for COR or alternate COR approval prior to any telecommuting.
Teleworking is not authorized for classified work.  Authorized telework locations do not abrogate the Contractor’s requirement for complying with the protection of information IAW Department of War (DoW), United States Air Force (USAF), and USSF regulations, Security and Protection of Information sections of this PWS, contract clauses or the DD Form 254.
Remote telework (teleworking outside the operating location area), will be considered on a case-by-case basis. Any costs related to maintenance required for remote telework Government furnished equipment not due to negligence, to include shipping costs (if required), will be paid by the Government.  The Contractor shall provide a written request with appropriate rationale for COR or alternate COR approval prior to any telecommuting. For approved remote telework, Contractor employees may be required to return to the operating location on an as needed basis. All Government-directed travel requirements shall be approved IAW Section 2.5 (PM/PCO: verify appropriate TDY para) of this PWS and FAR 31.205-46, and expenses will be paid by the Government. 
2.5. [bookmark: _Toc229401138] Travel / Temporary Duty (TDY)
Travel to other Government facilities or other Contractor facilities may be required. All travel requirements (including plans, agenda, itinerary, or dates) shall be pre-approved by the COR. Travel requests shall be submitted to the COR in writing at least 5 business days in advance of travel and shall include: justification and purpose of the travel, names and roles of personnel traveling, estimated itinerary, and cost estimate. Short notice trips will be approved on a case-by-case basis.
Costs for travel shall be billed in accordance with the regulatory implementation of Public Law 99-234, Federal Civilian Employee and Contractor Travel Expenses Act of 1985, RFO 31.205-46, Travel Costs, and the Joint Travel Regulation (JTR). All Contractor employees are subject to customs, processing procedures, Status of Forces Agreements and other agreements, duties of the country to which they are traveling, and procedures, laws, and duties of the United States upon re-entry. Travel expenses for local travel are not chargeable to the contract; local travel is defined in accordance with the JTR.
The Contractor shall make their own travel and lodging arrangements and shall ensure all required security requirements (e.g., Visit Requests) required for access to installations and/or facilities are completed prior to travel.
Quarterly estimated travel requirements for Continental United States (CONUS): 
Requirement 1 - Conference Support: 2 trips, estimated 2-3 business days duration & 2-3 personnel for each. 
Requirement 2 – Exercise Support: 21 trips, estimated 5-7 business days duration & 1-3 personnel for each.
Requirement 3 – Working Group: 2 trips, estimated 2-3 business days duration & 2 personnel for each.
Quarterly estimated travel requirements for Outside Continental United States (OCONUS): 
Exercise Support: 12 trips, estimated 7-15 business days duration & 1-3 personnel for each.
For all trips, the Contractor shall provide a trip report within five (5) business days of the return date from travel. Extensions may be granted by the COR on a case-by-case basis. As a minimum, trip reports will include the objectives and outcomes of the trip. Trip reports do not have a specific format and may range from an email to a formal presentation depending on the type of trip. (CDRL A006 – Trip Report)
2.6. [bookmark: _Toc229401139] Security and Safety
All Contractor personnel proposed to work on this task order must be U.S. citizens.  All Contractor personnel with access to unclassified information systems, including e-mail, shall have at a minimum a favorable National Agency Check (NAC).
Contractor employees shall obtain and possess a DoD Common Access Card (CAC) and an Access Identification (ID) Badge as required for access to government systems or government facilities in the performance of this contract.  Contractor shall use the card IAW AFFARS 5352.242-9001, CAC for Contractor Personnel. Upon favorable review, and initiation of the Personnel Security Investigation (PSI) to establish the suitability of an employee for the job and the approval for temporary Automated Information System (AIS) access pending final adjudication of the PSI, the Contractor shall submit to a Contractor’s onsite System Manager’s request for the DoW CAC and ID Badge.
The Contractor shall ensure employees who terminate their services to this contract shall immediately return any Government identification/access badges issued in support of this contract.  The contractor shall immediately notify the COR of the employees’ departure to ensure all access to Government systems and facilities is terminated and update the Contractor Personnel Roster.
2.6.1. [bookmark: _Toc229401140]DD Form 254	
The Contractor shall comply with all security requirements specified in the DD Form 254. The Contractor shall ensure all personnel possess and maintain the required clearance level, including Top Secret (TS)/Sensitive Compartmented Information (SCI), as applicable, prior to performing work under this contract. The Contractor shall ensure personnel access only information and materials authorized at their clearance level. The Government shall provide the number of TS/SCI billets required to support contract performance, as specified in the contract.
2.6.2. [bookmark: _Toc229401141]Operational Security (OPSEC)	
The Contractor shall implement and comply with OPSEC requirements in accordance with Air Force Instruction 10-701, Operations Security and applicable DoW guidance. The Contractor shall ensure personnel understand and apply OPSEC principles and shall maintain familiarity with the organization’s Critical Information and Indicator List (CIIL). The Contractor shall protect all indicators and vulnerabilities from unauthorized disclosure in accordance with established countermeasures and program requirements.
The Contractor shall ensure personnel complete all required OPSEC training, including initial, annual, and event-driven training, as directed by the OPSEC Program Manager. The Contractor shall perform all OPSEC-related activities in accordance with Department of War (DoW), Department of Defense Directive (DoDD) 5205.02E, DoD Operations Security Program; DoD Manual (DoDM) 5205.02, DoD Operations Security Program Manual; Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 3213.01D, Joint Operations Security; and Air Force Instruction (AFI) 10-701, Operations Security.
2.6.3. [bookmark: _Toc229401142]Controlled Unclassified Information (CUI)
The Contractor shall safeguard all information provided and marked as CUI via this contract IAW DoD Instruction (DoDI) 5200.48, Controlled Unclassified Information. For CUI processed or stored on contractor-owned systems, the Contractor shall also comply with safeguarding requirements in 32 CFR § 2002, DFARS clause 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, and applicable Cybersecurity Maturity Model Certification (CMMC) assessments per Title 32 CFR § 170.3, Applicability. If the Contractor generates any CUI information, it shall protect and disseminate that information per DoDI 5200.48. The Contractor shall monitor CUI for aggregation and compilation based on the potential to generate classified information, immediately reporting any potential classification to the CO and the COR. Furthermore, the Contractor shall safeguard unclassified nonpublic information by applying network security requirements as defined in DoDI 8582.01, Security of Non-DOD Information Systems Processing Unclassified Nonpublic DOD Information. 
2.6.4. [bookmark: _Toc229401143]Special Access Programs (SAP)
Access to SAP and Alternative Compensatory Control Measures (ACCM), in accordance with Department of Defense Manual (DoDM) 5200.01 Volume 3, DoD Information Security Program: Protection of Classified Information is required. The Contractor’s assigned personnel shall have been granted a final TS security clearance with eligibility for access to SCI and have previous experience working Special Access Programs (SAPs). All personnel are required to submit a SAP Pre-Screening Questionnaire (PSQ) in accordance with DoDM 5205.07 V2, SAP Security Manual to the Government Program Office. Personnel may be required to consent to and successfully complete a Government Counterintelligence Scope Polygraph. Requests for waivers of SAP experience must be submitted in writing; the Contracting Officer will provide a decision on the request within six (6) working days. Government security officers will determine whether prospective personnel meet the personnel security requirements for any task.  
2.6.5. [bookmark: _Toc229401144]     Personnel Security Program
The Contractor shall establish and maintain a personnel security program to support the contract. The Contractor’s assigned personnel shall establish and maintain eligibility for access to TS SCI and participate in the Government Counterintelligence Scope Polygraph Program. Government security officers will determine whether the Contractor’s personnel meet the personnel security requirements for the tasks under this contract; no costs will be reimbursed related to providing personnel who fail to meet the security requirements.
2.6.6. [bookmark: _Toc229401145]Non-Disclosure Agreements (NDA)
The Contractor’s assigned personnel shall complete and sign Non-Disclosure Agreement(s) (SF-312) regarding protection of sensitive Government and third-party Contractor information.
2.6.7. [bookmark: _Toc229401146]Communications Security (COMSEC) Monitoring
Telecommunications networks are continually subject to interception by unfriendly intelligence organizations. All communications within DoD organizations are subject to COMSEC review. The Government may conduct COMSEC monitoring and recording of electronic or voice communications originating from or terminating at DoW organizations at any time. The Contractor shall ensure all assigned personnel are aware that any time they communicate to or from a Government facility, they are subject to COMSEC procedures. The Contractor shall ensure wide and frequent dissemination of the above information to all employees dealing with Government information.
2.6.8. [bookmark: _Toc229401147]Counterintelligence (CI) Cooperation
The Contractor shall comply with all CI policies and procedures applicable to this contract. The Contractor shall ensure all assigned personnel attend and complete all Government-mandated CI briefings, awareness training, and reporting requirements, including initial, recurring, and event-driven CI engagements.
The Contractor shall ensure personnel understand their responsibility to protect sensitive information and to report suspicious contacts, activities, or indicators in accordance with Government CI guidance. The Contractor shall support Government CI activities, including interviews, debriefings, and reporting requirements, as directed.
2.7. [bookmark: _Toc229401148] Manpower Reporting
In accordance with RFO 52.204-14, Service Contract Reporting Requirements, the Contractor shall report all Contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract via a secure data collection site. The Contractor shall fill in all required data fields at the data collection site.  Use the following web address: www.sam.gov. 
Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30. While inputs may be reported any time during the FY, the Contractor shall report all data no later than October 31 of each calendar year. Contractors may direct questions to the System for Award Management (SAM) help desk.
2.8. [bookmark: _Toc229401149] Documentation 
The Contractor shall make all information and documentation generated or maintained (to include Government-furnished documents) by this contract available for Government review upon request for the duration of the contract.  The Contractor shall generate and maintain all such documentation in an electronic, editable (where appropriate) format.  Contractor-generated format is acceptable, unless otherwise noted by this PWS.  
The Contractor shall provide responses to requests for information.  These requests are in addition to Deliverable submissions and other documentation that is available for review by request.  Requests may cover the range of activities under this PWS.
2.8.1. [bookmark: _Toc229401150]Documentation Rights 
The Government has unlimited rights to data for all deliverables developed under this PWS.  The Contractor shall not use any materials pertaining to this contract for business development or any other Contractor purposes; however, the Contractor is authorized to include summary performance information in proposals to be submitted to the Government to satisfy past performance information requirements. 
All products developed and produced by the Contractor in the performance of this PWS are the property of the Government, and this could include software, electronic files, hard copy documents, etc.     
2.8.2. [bookmark: _Toc229401151] Government Data 
The Contractor shall request Government approval prior to the use of any proprietary data or software tools to fulfill the requirements of this contract. The Government will provide the Contractor access to information required to accomplish assigned tasks commensurate with security clearance and on a need-to-know basis. The Contractor shall not retain classified or unclassified material generated or received under this contract after the contract ends without approval of the Contracting Officer.  
2.9. [bookmark: _Toc229401152] Performance Evaluation  
Contractor performance is subject to Government surveillance to ensure PWS compliance.  The Contractor shall comply with the following:
Access.  The Contractor shall permit the CO or authorized representative access to all work areas, records, and data used in the performance of the contracted services.  The Contractor shall provide support, and not interfere with the CO, COR, state, federal, and other designated personnel in the performance of their official duties.  The Contractor shall provide access as soon as possible, but not to exceed one (1) workday after the request.
Non-conformance.  The Contractor shall identify root causes of non-conformances and shall control them through analysis, corrective actions, and preventive actions.  The Contractor shall focus on eliminating the cause to prevent reoccurrence.  The Contractor shall maintain records of non-conformities and actions taken.  The Contractor shall correct and provide responses to all Government-identified non-conformances IAW time frames specified by the CO.  There are two types of non-conformances: Minor and Major.
Minor Non-conformance.  A Minor Non-conformance is a non-conformance, which by itself does not adversely impact mission, safety of personnel and equipment, performance (quality), schedule (delivery), or cost.  A Minor Non-conformance does not normally increase risk to the Government.  Minor Non-conformances are typically low risk and are communicated through a Corrective Action Request (CAR) notice.  First notices are issued for any identified non-conformance, second notices are issued for repeat non-conformances or failing to correct issues within a reasonable amount of time. Upon receipt of a non-conformance notification (first or second notice), the Contractor shall complete applicable sections and return it to the CO within time constraints directed by the CO in the notice.  A formal corrective action plan may not be required for minor CAR notices.
Major Non-conformance.  A Major Non-conformance is a non-conformance that adversely impacts (or has the potential to impact) mission, safety of personnel and equipment, performance (quality), schedule (delivery), or cost.  A Major Non-conformance may also be a significant number of recurring non-conformances, which is an indication of inadequate preventive measures or actions and lowers the Government’s confidence that the Contractor can provide quality services on time and within costs.  The CO will communicate Major Non-conformances using the CAR notice and will include a suspense date for the Contractor’s Corrective Action Plan.  As a minimum, the Contractor’s Corrective Action Plan shall address: 
• Actions taken to fix the immediate problem
• Root cause analysis of the problem to determine cause
• Corrective action on the cause of the problem
• Actions taken to prevent recurrence
2.10. [bookmark: _Toc229401153]Materials and Other Direct Costs (ODC) 
In the event that the Contractor is required to purchase reimbursable items with a unit acquisition cost up to $500, such purchases shall be submitted for approval by the COR prior to actual purchase.  Items with a unit acquisition cost greater than $500 shall require prior COR and CO approval.  Purchases shall not be broken up in order to meet this threshold. Requests for approval must include a clear technical justification, cost breakdown, and confirmation that existing government-furnished property (GFP) cannot fulfill the requirement.
Any non-consumable, tangible property purchased under this provision shall be classified as Contractor Acquired Property (CAP). In accordance with FAR 52.245-1, title to these items shall vest with the Government upon vendor delivery. The Contractor shall immediately record all CAP in their property management system and report these items to the Government. Upon contract completion, the Contractor shall request disposition instructions for all CAP from the Contracting Officer. (CDRL A007 – CAP/GFP Purchase Approval Request and Property Reporting
3. [bookmark: _Toc229401154]Performance Requirements
3.1. [bookmark: _Toc229401155]General Support
3.1.1. [bookmark: _Toc229401156]Transition
The Contractor shall follow the transition plan submitted as part of the proposal and keep the Government fully informed of status throughout the transition period. Throughout the phase-in/phase-out periods, it is essential that attention be given to minimize interruptions or delays to work in progress that would impact the mission. The Contractor must plan for the transfer of work control, delineating the method for processing and assigning tasks during the phase-in/phase-out periods.  (CDRL A005 – Transition Plan)
3.1.2. [bookmark: _Toc229401157]STARCOM Directed Meetings/Events
Contractor personnel shall attend STARCOM newcomer orientation, all calls, and other major organizational related STARCOM meetings deemed necessary by the STARCOM and/or Delta Commander.  NDA’s for these meetings shall be used as required.
The Contractor shall present a kick-off meeting to describe cost, schedule, and performance requirements within 10 days of performance start.  The briefing shall include a description of deliverables (content, due date), as well as key personnel roles and responsibilities.

3.1.3. [bookmark: _Toc229401158]Work Schedule & Operations
Work Schedule and Operations Plan. The Contractor shall recruit, retain, and sustain a qualified workforce capable of performing all requirements of this contract, including personnel with specialized multi-domain space and cyber expertise and the required TS/SCI clearance and SAP eligibility. The Contractor shall maintain staffing strategies sufficient to minimize turnover, preserve continuity of operations, and prevent degradation of performance during normal operations, exercises, surge periods, and other high-tempo mission requirements.
The Contractor shall provide and maintain staffing, recruiting, and retention approaches capable of supporting both baseline day-to-day operations and increased operational demands during exercises, contingencies, and other Government-directed surge events. Surge support shall be accomplished without unacceptable degradation to ongoing mission performance.
The Contractor shall support performance during extended shifts, after-hours operations, weekend support, and other high-ops tempo periods required for exercise execution or mission support. (CDRL A014 – Mission Resource Plan)
[bookmark: _Toc229401159]3.1.4. Mission Support
The Contractor shall support the development, coordination, and implementation of policies, processes, procedures, and Live, Virtual, and Constructive (LVC) initiatives. The Contractor shall perform the following mission support requirements:
The Contractor shall coordinate mission support activities across 392 CTS functional areas and shall integrate inputs from subordinate elements to support event planning and execution. The Contractor shall identify, track, and resolve resourcing conflicts and shall provide recommendations to Government leadership on budgetary, manpower, and programmatic issues.
The Contractor shall support the preparation, coordination, and submission of award, decoration, and performance documentation for mission support personnel, as directed by the Government.
The Contractor shall develop, draft, and coordinate organizational guidance, including policies, processes, and procedures. The Contractor shall ensure all guidance aligns with higher headquarters direction and mission requirements.
The Contractor shall review mission support processes and procedures and shall recommend updates to improve efficiency, compliance, and mission effectiveness.
The Contractor shall coordinate mission support activities with internal and external stakeholders and shall prepare decision-support information for Government leadership. The Contractor shall document and elevate issues, risks, and recommendations through appropriate channels.
The Contractor shall coordinate research, development, acquisition, and testing activities with DMOC-S stakeholders and acquisition organizations, including the Space Systems Command (SSC), Operational Test and Training Infrastructure (OTTI). The Contractor shall support integration of LVC capabilities to meet mission requirements and shall assist with transition of capabilities into operational use through established processes.
The Contractor shall analyze organizational structures and mission requirements and shall provide recommendations to improve organizational alignment and mission execution.
The Contractor shall coordinate with facility managers and technical organizations to identify and support technical and operational requirements. The Contractor shall assist in validating requirements for secure, reliable, and interoperable information technology systems and shall support Configuration Management (CM) program execution.
The Contractor shall support Government oversight of contractor performance by providing analysis, documentation, and recommendations. The Contractor shall coordinate with contracting officers and program managers to identify and resolve performance, resource, and management issues.
The Contractor shall support JNTC certification and accreditation activities to sustain DMOC-S and SPACE FLAG participation in Joint funding and to enable Service, Joint, and coalition training objectives.
The Contractor shall provide technical expertise to the government in support of budget planning and execution activities and budget execution tracking to ensure resources support mission requirements. (CDRL A009 – M&S Accreditation Report) 
[bookmark: _Toc229401160]
Distributed Mission Operations Center – Space (DMOC-S)
The Contractor shall operate, maintain, and sustain M&S enclaves (Space Warfighter Operational Readiness Domain (SWORD) which is the physics-based space M&S exercise platform and is currently available for large scale exercises) to train joint warfighters to meet combat readiness. SWORD is a system that is currently comprised of the Space Warfighting Analysis, Readiness, and Mission Planner (SWARM) tool providing Orbital Warfare (OW), Space Domain Awareness (SDA), and Satellite Control Network (SCN) capabilities, Paladin: Electronic Warfare (EW) simulation, and SBIRS SST for Missile Warning (MW).
The Contract shall operate, maintain, and sustain DMOC-S capabilities and associated Command, Control, Computer, and Communications (C4I) systems to support training, exercises, mission rehearsal, and contingency operations. The 392 CTS serves as the central focal point for the development, scheduling, and execution of the USSF DMOC-S M&S training architecture supporting advanced training, exercises, and mission rehearsal activities.
The 392 CTS integrates DMOC-S capabilities with joint, service, and allied warfighting systems and delivers space M&S information to training audiences worldwide through terrestrial networks and satellite communications.
The Contractor shall develop, maintain, and submit deliverables that support the operation, sustainment, and integration of DMOC-S M&S capabilities and associated C4I systems. The Contractor shall ensure all deliverables are complete, accurate, and submitted within required timelines.
The Contractor shall provide personnel with demonstrated expertise in missile warning, Electronic Intelligence (ELINT), Signals Intelligence (SIGINT), and Communications Intelligence (COMINT) capabilities; specialized M&S applications; operational radio frequency (RF) communications; satellite ground systems; project management; and systems administration required to operate, maintain, and sustain DMOC-S capabilities.
The Contractor shall support the increasing demand for DMOC-S M&S capabilities across Combatant Command (CCMD), Joint, and Service exercises by providing subject matter expertise and operational support. The Contractor shall deploy personnel, as required, to support global exercise locations and shall configure communications, integrate systems, and coordinate dynamic M&S injects to ensure continuous and accurate data flow between DMOC-S and supported exercise environments.
The Contractor shall provide on-site Global Positioning System (GPS) Environment Generator (GEG) support. The Contractor shall install software updates, conduct system testing, develop scenarios, support event planning, and execute GEG support during exercises and mission activities.
The Contractor shall operate, maintain, sustain, and upgrade DMOC-S communication systems, computer hardware and software, and C4I infrastructure. The Contractor shall establish, configure, and maintain system interfaces required to operate across exercise networks and domains. The Contractor shall monitor system performance and adjust configurations to meet mission requirements and changes in operational conditions.
The Contractor shall support the integration of new and emerging M&S capabilities provided by the Government. The Contractor shall test, coordinate, and operate these capabilities with designated mission partners. The Contractor shall achieve operational proficiency prior to   execution following Government-provided training, funding, and onboarding timelines.
The Contractor shall provide full-time exercise and M&S support to the 505th Command and Control Wing (CCW) at Field, Florida. The Contractor shall establish and maintain a direct interface between 392 CTS and the 505 CCW and shall support Joint Exercise Life Cycle (JELC) events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises.
The Professional Planning & Control Force (PPCF) Contractor shall support DMOC-S mission planning, integration, execution, and assessment activities. The PPCF Contractor shall develop, maintain, and administer mission planning databases, modeling and simulation environments, C4I systems, communications architectures, and operational mission systems required to support DMOC-S operations, exercises, and training events.
The PPCF Contractor shall support integration of Intelligence, Joint Special Technical Operations (IJSTO), ACCM, and SAP/Special Access Required (SAR) capabilities into DMOC-S events as directed by 392 CTS. The PPCF Contractor shall coordinate system configurations, network requirements, mission environment preparation, and operational integration activities necessary to support approved DMOC-S objectives. (CDRL – A008 M&S Accreditation Plan, CDRL A009 – M&S Accreditation Report)
[bookmark: _Toc229401161]3.3. Professional Planning and Control Force (PPCF)
The 392 CTS PPCF provides exercise development, planning, coordination, and execution support for 392 CTS Polaris Hammer and Component Field Command (C-FLDCOM) exercises.  PPCF serves as the primary exercise planning element responsible for integrating exercise objectives, training audiences, scenarios, and operational requirements into executable exercise plans that support United States Space Force readiness and force development objectives.
The Contractor shall provide development, planning, coordination, and execution support for Polaris Hammer and C-FLDCOM-sponsored exercises, wargames, demonstrations, and training events in accordance with Space Force Instruction (SFI) 10-204, Exercise Program. Support includes exercise design, planning conferences, requirements development, realistic scenario development, operational problem sets, event sequences that support approved training objectives and readiness requirements, exercise documentation, event execution, and post-exercise assessment activities. 
The Contractor shall maintain readiness to support exercises listed in the USSF SEP, emerging SecWar, CJCS, and CCMD requirements, as well as formal requests for support in JTT. 
 The Contractor shall identify exercise support requirements, coordinate exercise resources, and assist 392 CTS in preparing formal requests for support when participation from external organizations is required.
The Contractor shall develop and maintain databases supporting 392 CTS M&S and C4I systems, identify required communications networks and system configurations, and develop space-related scenarios and event sequences that meet defined training objectives. 
The Contractor shall integrate Intelligence, Joint Special Technical Operations (IJSTO), ACCM, and Space and Cyber SAP / Special Access Required (SAR) capabilities into CCMD, Joint, Service, and USSF exercises to meet training objectives. The Contractor shall provide additional IJSTO planning support as required to support increased exercise demand.
The Contractor shall provide full-time exercise and M&S support to the 505th CCW at Hurlburt Field, Florida. The Contractor shall establish and maintain a direct interface between 392 CTS and the 505 CCW and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises.
The Contractor shall provide full-time exercise and M&S support to Delta 5 (or successor organization) at Vandenberg Space Force Base. The Contractor shall support exercise planning, system integration, operational execution, and coordination of PPCF capabilities in support of Delta 5 mission requirements.
The Contractor shall provide full-time exercise and M&S support to SPACEFOR-SOUTH at Davis-Monthan, AZ. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOR-SOUTH and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to SPACEFOREUR-AF at Ramstein Air Base, Germany. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOREUR-AF and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to the SPACEFOR-INDOPAC at Joint Base Pearl Harbor – Hickam, HI. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOR-INDOPAC and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to SPACEFORCE-K at Osan Air Base, ROK. The Contractor shall establish and maintain a direct interface between 392 CTS and SFK and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to the SPACEFOR-NORTH at Peterson SFB, CO. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOR-NORTH and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to SPACEFOR-CENT at MacDill Air Force Base, FL. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOR-CENT and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises. 
The Contractor shall provide full-time exercise and M&S support to SPACEFOR-SPACE at Vandenberg Space Force Base, CA. The Contractor shall establish and maintain a direct interface between 392 CTS and the SPACEFOR-SPACE and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises.
The Contractor shall be prepared to provide full-time exercise and M&S support to SPACEFORCE-J at Yokota Air Base, Japan. The Contractor shall establish and maintain a direct interface between 392 CTS and SFJ and shall support JELC events. The Contractor shall enhance mission support by reducing travel requirements, increasing responsiveness to CCMD and Service exercise demands, and providing surge capability for 24-hour operations during large-scale exercises.
The Contractor shall control 392 CTS M&S inputs during exercise execution in coordination with the host Exercise Control Group (ECG). The Contractor shall operate as a system subject matter expert and shall perform White Cell functions, including emulating Higher Headquarters (HHQ) and external organizations or agencies that do not participate directly in the exercise.
Note: Future Organizational Alignment. The 392 CTS anticipates future realignment of PPCF oversight under the 55th Training Readiness Squadron (55 TRS). The Contractor shall maintain flexibility to support organizational transitions, reporting relationships, and process changes associated with future realignment actions. Changes shall not alter the requirement to provide exercise planning and execution support for Polaris Hammer and C-FLDCOM activities unless otherwise directed by 392 CTS. (CDRL A010 – JELC Event Products)
[bookmark: _Toc229401162]3.4. USSF Service Exercises
As the Space Training and Readiness Command (STARCOM) lead for USSF exercises, Flashpoint, and mission-focused training events, the 392 CTS employs exercise control techniques (e.g., white card, scripts, etc.) and Government or contractor-provided M&S systems to replicate a combat-representative space environment. The 392 CTS coordinates and develops event scenarios; defines intelligence, communications, opposing force, and M&S requirements; develops and executes exercise control architecture; and leads White Cell operations during execution.
The Contractor shall provide personnel with comprehensive expertise across multiple operational, technical, and support disciplines. To integrate cross-domain capabilities, the Contractor must supply SMEs versed in Department of War (DoW) combat doctrine, organization, planning, capabilities, and schemes of maneuver for the Air, Ground, and Naval domains. 
The Contractor shall provide personnel with expertise in Space Domain Awareness (SDA), Space Electronic Warfare (SEW), Missile Warning (MW), Command and Control (C2), the Space Control Network (SCN), Military Satellite Communications (MILSATCOM), Positioning, Navigation, and Timing (PNT/GPS), Orbital Warfare (OW), Radio Frequency (RF) and spectrum management, and National Reconnaissance Office (NRO) operations. Additionally, the Contractor must deliver personnel skilled in orbital analysis, systems engineering, operations assessment, lessons learned, information security, communications, administration, and logistics.
The Contractor provides qualified personnel to deliver comprehensive intelligence analysis and support across multiple space domain disciplines. Specifically, the Contractor analyzes Space Electronic Warfare (SEW), Missile Warning (MW), Orbital Warfare (OW), and Cyber Threat Integration, applying this intelligence to operational- and strategic-level planning at the Joint and Combatant Command (COCOM) echelons. Additionally, Contractor provides a dedicated Intelligence Training Specialist, operationally aligned to the Intelligence Flight to develop, maintain, and execute all internal training programs required for 392 CTS intelligence personnel.
The Contractor shall maintain proficiency in Combined Force Component (CFC) and NRO mission areas, operational planning, command and control, space policy, doctrine, and intelligence.
The Contractor shall design, develop, plan, and execute up to 7 USSF large-scale exercises per fiscal year in accordance with the USSF Service Exercise Program (SEP). The Contractor shall integrate Live, Virtual, and Constructive (LVC) capabilities into exercise scenarios to achieve training objectives.
The Contractor shall define Flashpoint event requirements and determine manpower and resource requirements to maintain at least 1 planning team capable of independently planning and executing up to 18 Flashpoint readiness events per fiscal year. The Contractor shall plan and execute approved Flashpoint events.
The Contractor shall support the USSF Service Exercise Program (SEP), cradle-to-grave by providing exercise planning, coordination, execution, and assessment support throughout all phases of the Joint Exercise Life Cycle (JELC). Support shall include exercise design, planning, preparation, execution, and assessment activities necessary to develop, conduct, evaluate, and improve Service-level exercises and training events that enhance Space Force readiness and operational effectiveness.
[bookmark: _Int_6CyJ3m2V]The Contractor shall manage and support the 392 CTS internal Request for Information (RFI) process to ensure timely and accurate intelligence inputs for exercise planning. Additionally, the Contractor shall develop, coordinate, and execute all scripting for Master Scenario Events Lists (MSEL) and dynamic injects for all LVC systems before and during exercise execution to generate a realistic, threat-representative training environment for Red, Blue, and Gray force capabilities.
The Contractor shall support development of exercise objectives, exercise plans, scenarios, event sequences, exercise control measures, training audience requirements, operational environments, exercise assessments, lessons learned, and corrective action recommendations. The Contractor shall coordinate with internal and external stakeholders, support exercise planning conferences and working groups, facilitate exercise execution and control activities, and maintain exercise records and documentation required to support the USSF SEP.
The Contractor shall integrate approved operational, intelligence, cyber, modeling and simulation, and other training capabilities into exercise events to achieve Government-defined training objectives and readiness outcomes.

The Contractor shall integrate outputs from all planning events into execution-ready products and shall ensure alignment with exercise objectives, operational requirements, and training outcomes.

The Contractor shall provide orbital analysts proficient in BattleLab tools (e.g., STK, AFSIM (Paladin on Sword)) to develop and deliver exercise scenarios and training environments.
[bookmark: _Int_IaHTBmbs]The Contractor shall plan and conduct coordination with USSF, Joint, interagency, and coalition stakeholders to develop contested, degraded, and operationally limited (CDO) training environments based on current and projected Red, Blue, and Gray force capabilities. The Contractor shall integrate cyber threat scenarios through coordination with cyber mission partners to enable training audiences to identify and mitigate risks to space systems.
The Contractor shall integrate Delta, Service, Joint, and coalition organizations into exercises by coordinating inputs, defining system and network requirements, and developing scenario events aligned with training objectives.
The Contractor shall integrate Special Access Program (SAP) and Security Access Required (SAR) capabilities into exercises, as required.
The Contractor shall execute event injects in coordination with the Exercise Control Group (ECG) and shall perform White Cell functions, including emulating Higher Headquarters (HHQ) and external organizations.
The Contractor shall collect, validate, analyze, and assess exercise data using quantitative and qualitative methods. The Contractor shall identify performance trends, gaps, and improvement opportunities; inform operations, training, and acquisition processes; and support future capability development.
The Contractor shall coordinate testing and integration of Government and contractor-provided M&S capabilities used during exercises and training events.
The Contractor shall coordinate personnel and resource requirements with Deltas, units, and headquarters organizations to support exercise execution.
The Contractor shall manage the Information Security Program for all supported exercises and shall ensure compliance with applicable DoD security policies. The Contractor shall advise the Exercise Director on information security matters and shall support badging, access control, and enforcement of security requirements.
The Contractor shall support STARCOM protocol requirements, participant registration, clearance verification, logistics coordination, and public affairs inputs.
The Contractor shall maintain exercise documentation, including meeting minutes, reports, and SharePoint content repositories.
The Contractor shall provide full-time support to Delta 5 (or successor organization) at Vandenberg Space Force Base and shall support DEL5/CSpOC participation in exercises, planning, execution, and tracking of participation requirements.
The Contractor shall provide Joint Advanced Fires (JAF) support and shall integrate space and terrestrial operations into exercise environments. The Contractor shall support Joint Advanced Fires Qualifying Course (JAFQC) training by developing realistic training scenarios and evaluating facility and equipment requirements.
The Contractor shall develop orbital and terrestrial models using BattleLab systems and shall create, modify, and maintain exercise-specific databases.
The Contractor shall establish and maintain coordination with external software developers to sustain system configuration knowledge and operational capability.
The Contractor shall maintain personnel continuity and staffing stability throughout the Joint Exercise Life Cycle (JELC) to ensure uninterrupted mission support and prevent the loss of institutional knowledge.  The contractor is responsible for minimizing staffing gaps by ensuring any vacated positions are filled with fully qualified and appropriately cleared personnel within 30 calendar days.  To mitigate the impact of necessary personnel changes, the contractor shall execute seamless transition, inclusive of comprehensive handovers, continuity documentation, and cross-training.  Under no circumstances shall personnel turnover result in missed exercise milestones, degraded planning conferences, or delays in JELC deliverables. (CDRL A011 – Exercise Support Products).
[bookmark: _Toc229401163]3.5.  Plans & Programs and Lessons Learned (L2) Support
The 392 CTS develops internal strategic guidance aligned with Space Training and Readiness Command’s (STARCOM) and Delta 11’s vision, mission, priorities, lines of effort and higher headquarters direction and policy. The 392 CTS establishes and maintains agreements with external agencies and mission partners to ensure critical information sharing, data sharing and network approvals/agreements, plus other key mission support arrangements. The 392 CTS complies with the Chairman of the Joint Chiefs of Staff’s (CJCS) Joint Lessons Learned Program (JLLP) to inform Service exercise planning and execution, reinforce JNTC certification and accreditation, support JNTC funding requirements, and administer a unit-level Continuous Improvement Program (CIP).
The 392 CTS captures, analyzes, and disseminates data and information collected across the Joint Exercise Life Cycle (JELC) from USSF Service exercises, unit-supported Joint/Coalition exercises, and mission-focused training events to enhance warfighter readiness. The 392 CTS Lessons Learned (L2) program identifies and validates observations, conducts in-depth analysis to support resolution, monitors observation status, and disseminates lessons learned through approved systems, primarily the Joint Lessons Learned Information System (JLLIS).
The Contractor shall support Plans & Programs and L2 functions as follows:
The Contractor shall support the development of the 392 CTS Commander’s vision and organizational strategy, as directed by the Government.
The Contractor shall plan, coordinate, and support annual or Government-directed 392 CTS Strategic Planning conferences. The Contractor shall facilitate the establishment and validation of organizational goals, objectives, roles and responsibilities, priorities, and policy. The Contractor shall support quarterly reviews to track and update progress against established goals.
The Contractor shall draft, coordinate, and staff external agreements, including interconnection security agreements (ISAs), memorandums of agreement (MOAs), and memorandums of understanding (MOUs), in approved formats. The Contractor shall coordinate legal review with the appropriate Judge Advocate prior to submission for 392 CTS Commander approval and implementation.
The Contractor shall track Authority to Operate (ATO) status and progress and shall notify the Government of updates, changes, and risks.
The Contractor shall develop, implement, and manage the 392 CTS Lessons Learned (L2) program.
The Contractor shall develop and deliver training to military, civilian, and contractor personnel on Joint Training Tool (JTT) and JLLIS usage, updates, and related processes.
The Contractor shall collect, validate, analyze, and manage observations, best practices, and lessons learned from JELC planning and execution, including USSF service exercises, unit-supported Joint/Coalition exercises, and mission-focused training events. The Contractor shall conduct trend analysis, support After Action Reports (AARs) and Inspector General (IG) assessment development, and prepare and coordinate L2 Review Board meetings, as directed.
The Contractor shall serve as the primary interface with STARCOM L2 organizations and shall ensure integration with Field Command (FLDCOM) processes and compliance with CJCS, Department of the Air Force (DAF), USSF, and other higher headquarters guidance.
The Contractor shall develop, implement, and manage the 392 CTS CIP. The Contractor shall track observations, corrective actions, and program status and shall report updates during L2 Review Board meetings.
The Contractor shall travel, as directed and within available resources, to support JELC events, exercise execution, L2 program activities, and L2 conferences to maintain program currency, ensure compliance, and enhance mission effectiveness. (CDRL A012 – Program Management Products, CDRL A003 – Contractor Funds Status Report, CDRL A004 – Contractor Funds Status Report, CDRL A012 – Program Management Products, CDRL 014 – Mission Resource Plan).
[bookmark: _Toc229401164]3.6.	Training and Exercise Environment (BattleLab)
The Contractor shall operate, maintain, and enhance the 392 CTS BattleLab training and exercise environment to support USSF service exercises and mission-focused training events. This environment includes Air Force Sensitive Compartmented Information (AFSCI) Enterprise Network based Systems Tool Kit (STK) modeling and simulation (M&S) capabilities, the stand-alone Space Warfighter Operational Readiness Domain / Space Wargaming Analysis, Readiness and Mission-Planner (SWORD/SWARM), and Standardized Space Trainers (SSTs).
The BattleLab environment requires specialized expertise to develop orbital and terrestrial models, build exercise scenarios, and execute operations during 392 CTS-supported USSF exercises and mission-focused training events. The Contractor shall apply expertise in orbital analysis, systems engineering, and software development to support BattleLab operations and enhancements. 
The Contractor shall continuously enhance the BattleLab environment to update exercise scenarios, incorporate emerging capabilities and threat data, improve operational efficiency, reduce White Cell manpower requirements, support Space Force Generation (SPAFORGEN) objectives, and align with STARCOM’s future test and training infrastructure.
To operate, maintain, and sustain 392 CTS M&S enclave capabilities and associated Command, Control, Computer, and Communications (C4I) systems, and to support M&S subject matter expert (SME) requirements, the Contractor shall perform the following:
The Contractor shall operate current and future 392 CTS M&S enclave systems, capabilities, and architectures to support exercises, advanced training, demonstrations, and real-world contingency operations.
The Contractor shall provide S4-like functions to include logistics support for exercises, personnel movement in coordination with the Resource Advisor (RA) for the 392 CTS. The Contractor shall identify and mitigate risks and resolve issues to ensure mission success by planning, executing, and closing out complex initiatives. The Contractor shall orchestrate the efforts of cross-functional teams to provide foundational support to the operational aspects of the 392 CTS mission. The Contractor shall coordinate the allocation of personnel, equipment, and supplies to ensure operational readiness and sustainment throughout the mission.
The Contractor shall maintain system-level expertise for Distributed Mission Operations Center – Space (DMOC-S), the BattleLab environment, and associated C4I systems. The Contractor shall use this expertise to plan, develop, test, integrate, and control virtual and constructive space effects in support of exercises, contingency operations, training events, and demonstrations.
The Contractor shall develop, implement, and maintain Configuration Management (CM) processes. The Contractor shall build and maintain a Configuration Management library and shall enforce CM processes in accordance with the Configuration Management Plan (CMP). The contractor shall expand the current CM coverage to cover future systems and their respective deployed locations.
The Contractor shall manage the Communications System Requirements Document (CSRD) process. The Contractor shall create, submit, and track CSRD requests and shall coordinate with 12th Delta Operations Squadron to resolve CSRD-related issues and ensure timely support.
[bookmark: _Toc229401165]3.7.	Information Technology Support
The 392 CTS maintains and sustains an integrated infrastructure of communications systems, computer hardware, software, and mission-support technologies within its Modeling and Simulation (M&S) enclave. This infrastructure enables integration of M&S capabilities with Joint and Service warfighting systems, delivery of space M&S information to distributed training audiences through terrestrial and satellite communications, and generation of realistic space effects in support of training, exercises, and mission rehearsal. The 392 CTS requires continuous information technology oversight and management to operate, secure, maintain, modernize, and accredit this environment throughout the system lifecycle.
The 392 CTS M&S enclave includes the Distributed Mission Operations Center–Space (DMOC-S) M&S training architecture and associated Command, Control, Computer, and Communications (C4I) systems; BattleLab hardware, software, and networks; AFSCI-based systems; stand-alone and special-purpose environments such as SWORD/SWARM, CENTRIX, Stone Ghost, and Joint Information Operations Range (JIOR) systems; and associated internal, external, distributed, coalition, cyber exercise, and Government-directed connections and capabilities. 
The Contractor shall provide system administration, network engineering, cybersecurity operations, accreditation support, configuration management, software and hardware sustainment, outage response, infrastructure modernization, application support, and user account management for internal, external, and distributed systems supporting 392 CTS missions. Support shall include installation, configuration, integration, testing, accreditation, sustainment, troubleshooting, tuning, and operational support necessary to ensure interoperability and continuity of operations among Building 24 systems, exercise facilities, remote enclaves, mission partners, external networks, distributed training environments, and other Government-approved locations.
The Contractor shall identify, isolate, troubleshoot, and restore network, server, client, application, and infrastructure outages occurring during routine operations, exercises, training events, demonstrations, experimentation efforts, and operational support activities. The Contractor shall provide short-notice and after-hours support, when approved by Delta 12 Test and Evaluation and 392 CTS leadership, for up to 75 days annually. Support may be provided on-site, remotely, or through temporary duty travel as required to maintain mission continuity and operational readiness.  
Support shall include daily operations and maintenance; systems administration; account management; network architecture design; facility infrastructure implementation; configuration management; hardware and software installation; patch management; Security Technical Implementation Guide (STIG) implementation; Assessment and Authorization (A&A) activities; accreditation documentation; outage response and recovery; infrastructure modernization; and exercise execution support. The Contractor shall document and maintain current configurations for all enclave systems, including Modeling, Simulation, Development, Test, and Evaluation (MSDTE), AFSCI, Secret Internet Protocol Router Network (SIPRNet), stand-alone systems, coalition and partner networks, and supporting network infrastructure. 
The Contractor shall provide network engineering support for facility layout, network architecture design, infrastructure implementation, and systems integration within the BattleLab training and exercise environment, Building 24, designated exercise facilities, and other Government-directed locations. The Contractor shall support relocation, expansion, modernization, and integration of M&S capabilities within the Colorado Springs area and at other Government-directed locations.
3.7.1 Internal Building 24 Support
The Contractor shall provide on-site information technology, network engineering, systems administration, cybersecurity, modeling and simulation, and technical integration support for all systems, networks, enclaves, applications, hardware, software, and infrastructure located within Building 24 at Schriever Space Force Base and other Government-identified internal 392 CTS mission locations. The Contractor shall design, implement, accredit, operate, sustain, modernize, and maintain the 392 CTS M&S enclave in accordance with Government requirements, functional specifications, and applicable cybersecurity and accreditation policies.
The Contractor shall provision, manage, and support user access for authorized personnel and exercise participants, including account creation, modification, deactivation, permissions management, troubleshooting, and support for SIPRNet, AFSCI, coalition networks, and other approved environments. The Contractor shall coordinate network architecture, topology, infrastructure upgrades, and enclave modernization efforts with Delta 12 and other designated Government stakeholders to ensure alignment with operational and technical requirements.
The Contractor shall provide comprehensive information technology support to design, integrate, operate, secure, sustain, and modernize the 392 CTS M&S enclave, including DMOC-S training architecture; BattleLab hardware, software, and networks; AFSCI and SAP-capable SWORD networks; associated capabilities such as SWARM, Paladin, SBIRS, SST, and cloud-based environments; JIOR systems; and future M&S systems and Government-directed platforms such as AFSIM, Peregrine, and coalition-enabled capabilities.
The Contractor shall provide continuous systems administration, network engineering, cybersecurity, software administration, and technical support necessary to maintain enclave performance and integrate Modeling and Simulation (M&S) capabilities with warfighting systems for delivery of space M&S information to distributed training audiences. 
The Contractor shall design, sustain, and maintain the enclave in accordance with functional specifications; administer and restore network, server, and client systems during daily operations and 392 CTS-supported events; provide technical configurations, architectural diagrams, and engineering data in support of Assessment and Authorization (A&A) packages; maintain and document current hardware and software baselines; coordinate infrastructure upgrades and topology/buildout activities with Delta 12; apply required security patches and Security Technical Implementation Guides (STIGs); and support operations personnel during the setup, execution, and teardown of training and exercise infrastructure.
The Contractor shall also provide lifecycle administration and technical support for all M&S applications and enterprise tools, including but not limited to Automated Scriptor Simulator Exercise Trainer (ASSET), Combat Survivor Evader Locator (CSEL) Web Server Application Trainer (CWSAT), Distributed Information Warfare Constructive Environment (DICE), Missile Defense Space-Warning Tool (MDST), Joint Simulation Protocol Analyzer (JSPA), Global Positioning System (GPS) Environment Generator (GEG), Processing Display Subsystem-Migration (PDS-M), Space-Based Infrared System Standard Space Trainer (SBIRS SST), Systems Tool Kit (STK), Space Wargaming Analysis, Readiness and Mission Planner / Space Warfighter Operational Readiness Domain (SWARM/SWORD), Advanced Framework for Simulation, Integration, and Modeling (AFSIM), Peregrine, SharePoint, SQL and Access databases, and Training Tracker. The Contractor shall perform tactical implementation, daily administration, and specialized troubleshooting of Building 24 network infrastructure in accordance with the architecture established by the Government-designated network engineering function; provide short-notice after-hours support upon mutual agreement between Delta 12 and 392 CTS leadership; and provide planning, design, buildout, and accreditation support for a dedicated stand-alone SAP-capable BattleLab M&S system based on the 2025 or later SWORD baseline capability.
The Contractor shall support all planning, preparation, setup, execution, monitoring, and teardown activities associated with BattleLab operations, DMOC-S activities, M&S events, training activities, exercises, demonstrations, experimentation efforts, SAP environments, and other Government-directed initiatives conducted within Building 24 and other internal 392 CTS support locations.
3.7.2 External and Distributed Support
The Contractor shall provide the same level of information technology, network engineering, cybersecurity, systems administration, modeling and simulation, accreditation, and technical integration support for systems and activities located outside Building 24, including exercise facilities, geographically separated operating locations, remote enclaves, deployed locations, coalition and partner nation environments, distributed training environments, Government-owned and Government-operated facilities, SAP locations, JNTC venues, external cyber exercise infrastructure, and other Government-directed locations supporting 392 CTS missions.
The Contractor shall support relocation, expansion, modernization, and integration of current and future M&S capabilities within the Colorado Springs area and at other Government-directed locations. This includes support for coalition-enabled capabilities, AFSIM, Peregrine, SAP-capable SWORD networks and associated systems (e.g., SWARM, Paladin, SBIRS, SST, Cloud, etc.), JIOR baseline systems, distributed mission operations architectures, exercise facilities, and other Government-directed platforms. The Contractor shall support planning, design, construction, testing, accreditation, training, integration, and sustainment activities associated with these capabilities. 
The Contractor shall provide external and distributed mission support in the areas of information technology support, configuration management, cybersecurity, audio-visual support, computer maintenance, software engineering, SharePoint administration, systems administration, COMSEC/VTC support, and SCIF support, as directed by the Government.
3.7.2.1. Technical Support Desk
The Contractor shall provide a Technical Support Desk function for external and distributed support locations to serve as the primary focal point for user IT support, incident intake, maintenance coordination, and service request tracking for supported units and exercise participants.
The Contractor shall receive, document, route, monitor, and track trouble calls, outage reports, maintenance requests, and user support actions for supported systems and facilities.
The Contractor shall operate the Technical Support Desk as the first point of contact for supported users and mission locations and shall provide initial triage, ticket documentation, and first-contact support for routine information technology issues involving mission computer hardware, software, user accounts, and local network connectivity. 
The Contractor shall perform Level 1 troubleshooting in accordance with Government-approved and documented standard operating procedures and shall resolve routine user issues through walk-up service, telephone, email, remote support, or other Government-approved methods. The Contractor shall disconnect, move, reconnect, and verify end-user equipment and supported network devices as directed.
The Contractor shall coordinate problem resolution within 392 CTS and with external support agencies, vendors, host-base organizations, and program offices, as required; track incidents and service requests through resolution; and maintain historical support records. 
The Contractor shall notify affected users of service status, estimated resolution timelines, and issue completion; assign and track communications outages and repair actions; and support scheduling, setup, initial troubleshooting, and user assistance for Video Teleconference (VTC) and related collaboration systems.
3.7.2.2. Systems Engineering Support 
The Contractor shall provide highly proficient systems engineering support to analyze, troubleshoot, and resolve application, hardware, server, database, firewall, enterprise switch, and network anomalies escalated from Level 1 support. 
The Contractor shall perform root-cause analysis, backend infrastructure maintenance, and resolution of complex client-side and enterprise issues that cannot be resolved through documented Level 1 standard operating procedures. 
The Contractor shall restore systems to normal operating conditions within Government-directed timelines and in accordance with applicable service level expectations for Level 2 and Level 3 escalations.
The Contractor shall restore systems to normal operating conditions in the minimum practical time consistent with mission requirements, service level expectations, and Government direction.
3.7.2.3. Network Engineering Support
The Contractor shall provide network engineering support to operate, maintain, and integrate local area networks, stand-alone systems, and specialized mission systems, including systems within the Modeling, Simulation, Development, Test, and Evaluation (MSDT&E) enclave, JIOR environments, SWORD and associated SAP-capable systems, coalition-enabled networks, and future Government-directed systems such as AFSIM and Peregrine. 
The Contractor shall provide technical support for networking equipment and infrastructure and shall assist the Government by interacting with users and stakeholders, developing and reviewing communications system requirements, comparing mission needs with existing infrastructure, identifying shortfalls and excess capacity, integrating communications systems to achieve interoperability, and establishing standard operating procedures and continuity procedures.
The Contractor shall develop and maintain, as required and to the level directed by the COR, Communication and Information Systems Installation Records (CSIRs), operational system schematics, technical architecture drawings, interface drawings between systems, connectivity drawings for equipment connected to supported local area networks and other networks, and current configuration modification records. 
The Contractor shall analyze trends and conduct special studies on fielded equipment and systems to identify adverse equipment performance, provide systems performance data and equipment status reports to the Government, and support the Computer System Requirements Document (CSRD) process. This support shall include design and implementation of network and communications solutions, including radio, high-speed satellite communications, short-haul and long-haul connectivity, and wide area network connections; assistance in developing, reviewing, staffing, and completing CSRD actions; development of technical solutions and alternatives to meet user requirements; assistance with quotes, orders, status tracking, and waiver actions for information technology purchases; monitoring requirements through design, implementation, and Assessment and Authorization stages; assessing integration impacts on infrastructure; identifying hardware, software, funding, classification, and support requirements; coordinating maintenance, technical data, manpower, facilities, packaging, and handling considerations; and establishing training classes for the CSRD process, as requested by supported units.
3.7.2.4. VOIPS/VIPERS. 
The Contractor shall assist the Government with installing, troubleshooting, replacing, and accounting for Voice Over Internet Protocol Secure/Voice Internet Protocol Entry Response  
The Contractor shall provide support for voice communications assets supporting 392 CTS mission locations, exercise facilities, and other Government-directed sites. If the Contractor determines that a problem lies outside the supported unit’s VOIP equipment or local cabling, the Contractor shall notify the responsible communications squadron or other designated support agency for further diagnosis and switch-level resolution. For new installations, the Contractor shall support the Government and unit representatives in preparing, coordinating, and tracking required service requests or ticket submissions with the responsible communications support organization for switch configuration and activation.
The Contractor’s network engineers shall maintain continuous engagement with users and stakeholders to understand organizational structures, missions, taskings, communications requirements, and procurement considerations, and shall use that engagement to improve technical support, requirements development, and user awareness of communications processes. The Contractor shall participate in planning forums, briefings, conferences, meetings, and other program management activities, as requested, to remain informed of internal and external resource requirements and mission impacts.
The Contractor shall perform facility layout and engineering support for exercise facilities, mission support locations, and other Government-directed facilities. This support shall include coordination of security accreditation considerations, equipment placement, cooling, power, and other infrastructure requirements. The Contractor shall advise the Government on the design, construction, renovation, and modification of 392 CTS facilities to ensure all relevant information technology, communications, cybersecurity, and infrastructure requirements are addressed. The Contractor shall attend pre-design meetings, post-award design meetings, design reviews, site surveys, and walkthroughs, as requested by the Government, and shall review designs, floor plans, and layouts for technical sufficiency and mission supportability.
The Contractor shall assist the Government with the lifecycle management of automated information systems (AIS), including evaluation of expected service life, sustainment requirements, modernization needs, lease-versus-ownership considerations, and cost effectiveness in support of Government decision-making.
3.7.2.5. System Administration.
The Contractor shall provide communications system technical support and troubleshooting and shall provide expertise for the operating systems currently utilized by the 392 CTS. The Contractor shall identify and maintain points of contact for normal and emergency situations and shall coordinate with the Government regarding Government-unique systems for which the Government provides funding and technical update training.
The Contractor shall load and configure operating systems; manage user accounts; back up and recover systems; troubleshoot technical issues; and remove and replace components and peripherals. The Contractor shall install software, operating systems, and drivers and shall support operation of multiple operating systems, including Linux, Windows desktop operating systems, Windows Server operating systems, and VMware ESXi. The Contractor shall configure, install, assess, secure, and identify vulnerabilities within supported networks and systems; coordinate maintenance support with base organizations and outside support agencies, as required; and interface with external agencies to troubleshoot wide area network (WAN) and other long-haul communications link issues. The Contractor shall maintain established points of contact for routine and emergency technical support and coordination.
3.7.2.6. Cybersecurity/Communications Security (COMSEC)
The Contractor shall provide cybersecurity and Communications Security (COMSEC) support for 392 CTS-managed systems, networks, enclaves, and associated mission environments. The Contractor shall comply with certification, education, and training requirements mandated by DoDD 8140.01, Cyberspace Workforce Management, including applicable commercial and industry certification requirements. The Contractor shall support the Government in the development, maintenance, update, coordination, and submission of Assessment and Authorization (A&A) packages in accordance with applicable guidance, including AFPD 17-1, AFSSI 7703, DoDI 8510.01, DoDI 8500.01, ICD 503, NIST SP 800-53, DoD 8570.01-M, CNSSI 1253, and the Joint Special Access Program Implementation Guide (JSIG). The Contractor shall provide the Authorizing Official and/or Certifying Authority with A&A recommendations for all 392 CTS-managed systems and networks at the unclassified, secret, TS/SCI, and Special Access Program (SAP) levels.
The Contractor shall maintain and update Trusted Facility Manuals, system descriptions, security policies, user guides, system architecture products, and other security-related documentation. The Contractor shall identify when current A&A packages require revision, ensure packages are provided to the appropriate authorizing authority for review and coordination, and monitor the status of all A&A packages through approval. The Contractor shall provide information and support to system administrators, network managers, users, procurement staff, and security personnel and shall monitor, implement, and report all required security and configuration patches and changes, including notices, IAVMs, and security or vulnerability advisories, within the timelines established in the applicable direction.
The Contractor shall review audit trails for applicable 392 CTS systems, including servers, workstations, desktops, and firewalls, for abnormal activity and shall maintain audit records in accordance with applicable policy and A&A requirements. The Contractor shall conduct vulnerability testing, certification testing, and risk analysis as part of the overall A&A process for Government-designated systems and networks in order to identify security weaknesses, vulnerabilities, procedural problem areas, and architecture implementation flaws. The Contractor shall perform such testing and analysis periodically, randomly, or upon installation of new systems, as directed, and shall assess system architecture, internal and external connections, and management processes to determine risk levels.
The Contractor shall identify corrective actions for hardware, software, and business management procedures to minimize deficiencies; identify responsible points of contact; project completion dates; and coordinate implementation of corrective actions with the Government, support contractors, and other responsible organizations. The Contractor shall maintain and improve system security baselines by updating threats, controlling security configurations, and reviewing security implications associated with software and system purchases, evaluations, and integrations. The Contractor shall investigate and document network and stand-alone system security incidents; collate, analyze, and report auditable events; document existing and proposed information architectures to communicate compliance status, problems, and solutions; analyze networks to identify vulnerabilities and reduce the potential for breaches; and develop and implement scanning and certification plans to control and maintain supported networks and systems.
The Contractor shall operate, maintain, and dispose of systems in accordance with internal security policies and procedures identified in each system’s A&A support documentation. The Contractor shall obtain required Government approval before bringing equipment into or removing equipment from SCIFs or other controlled environments. The Contractor shall dispose of obsolete system elements, including hardware, software, and peripherals, and document such actions in accordance with DODM 5200.01, Volume 3, and other applicable security requirements. The Contractor shall conduct data transfers in accordance with established security procedures.
3.7.2.7. Security Support.
The Contractor shall provide TS/SCI-cleared personnel to support Government security operations at 392 CTS SCIFs, exercise facilities, and other Government-directed secure locations. This support shall not constitute establishment or operation of a separate security office; rather, the Contractor shall verify visitor access request status and assist Government security personnel in implementing, coordinating, and documenting required security measures in accordance with applicable guidance.
The Contractor shall verify the clearance and access status of personnel designated to work in or visit 392 CTS SCIFs through the applicable visitor access request system and other Government-directed processes. The Contractor shall assist with annual and recurring security training for personnel with authorized access to 392 CTS SCIFs; support SCIF security procedures, inspections, response exercises, and alarm tests as directed by the Government; and assist with Information Protection measures involving security containers, combination locks, and related physical security controls.
The Contractor shall review, coordinate, and provide administrative and technical support for updates to Emergency Action Plans, standard operating procedures, Fixed Facility Checklists and required addendums, SCIF Operating Instructions, co-use agreements, and related security documentation. The Contractor shall assist in training authorized personnel on opening, closing, alarm, end-of-day, and other required SCIF procedures. The Contractor shall also assist with the review and coordination of Medical Device Waivers, laptop waivers, photo and video waivers, courier procedures, and other access-control or security exception documentation, as directed by the Government.
The Contractor shall assist Government security personnel and the SCIF Information System Security Officer (ISSO), as directed, with classified and unclassified media handling procedures, including destruction support using two-person integrity and scanning of incoming media in accordance with established procedures. The Contractor shall maintain and update security-related accreditation documentation, waivers, approvals, and associated physical and TEMPEST records for supported SCIFs, as directed by the Government.
3.7.2.8. Communications Security (COMSEC)
The Contractor shall support management of Communications Security (COMSEC) materials for operations in accordance with AFMAN 17-1302-O. The Contractor shall account for and inventory COMSEC material; key cryptographic (CRYPTO) equipment; troubleshoot system failures related to COMSEC-enabled equipment; and destroy superseded keying material in accordance with applicable procedures. The Contractor shall document the receipt, issue, inventory, and destruction of COMSEC material and shall prepare required messages and supporting documentation so the COMSEC controlling authority may issue keying material to authorized users.
The Contractor shall support and train users who are designated to key, safeguard, troubleshoot, and destroy CRYPTO equipment, and shall assist the Government in providing regularly scheduled training to personnel assigned such responsibilities.
3.7.2.9. Configuration/Cable Management.
The Contractor shall provide configuration and cable management support for hardware, software, communications equipment, and related information technology assets under 392 CTS control. The Contractor shall maintain Information Technology Equipment Custodian (ITEC) inventories and hand receipts for laptops issued to 392 CTS personnel and other personnel identified by the Contracting Officer’s Representative (COR), and shall develop and implement lifecycle logistics support for system acquisitions and modifications within supported units.
3.7.2.10. Configuration Management Office.
The Contractor shall establish and maintain a Configuration Management function, designate a Common Infrastructure Support Configuration Manager, and assist the Government in receiving, processing, and tracking customer- or user-identified communications requirements through established communications requirements processes and tools. 
3.7.2.11. Configuration Management System. 
The Contractor shall develop, maintain, and implement a Configuration Management System (CMS) for all hardware, software, and communications equipment under 392 CTS control. In support of the CMS, the Contractor shall record the location and unique identifying characteristics necessary to link individual hardware and software items to their respective systems; track software licensing and other required 392 CTS data; and update the database as necessary to ensure continued accuracy and completeness.
The Contractor shall assist the Government in conducting annual inventories of supported-unit systems and communications hardware and software, verify database accuracy, and provide written reports identifying findings and recommending corrective actions for discrepancies. The Contractor shall add all hardware and software to the inventory database prior to installation, assist the Government in disposing of excess non-SAP hardware and software, and package and ship defective parts while receiving and distributing replacement parts, as required.
3.7.2.12. ITAMS Equipment Custodian (EC) Support.
The Contractor shall designate and nominate two contractor employees to serve as the primary and alternate IT Equipment Custodians (ECs). In performance of ITEC responsibilities, the Contractor shall perform 100 percent physical inventories before assuming accountability for assets and shall sign only for physically inventoried assets. The Contractor shall track, receive, store, issue, and dispose of assigned communications and ITEC equipment; conduct inventories as directed by the Base Equipment Custodian Officer and reconcile those inventories with the Base ITAMS database; report discrepancies to the Government; and ensure supported units understand and comply with ITEC accountability requirements.
3.7.2.13. Cable Management.
The Contractor shall plan, manage, and maintain cable infrastructure within supported facilities. The Contractor shall prepare plans, execute installations, and provide high-quality workmanship for communications systems, cable installation planning, cable implementation, and problem resolution. The Contractor shall deliver quality workmanship, meet established timelines, and track, assess, and report the overall condition and health of the communications infrastructure.
The Contractor shall track and document all cable installations and removals within supported buildings and shall provide drawings and related documentation as requested by the Government. The Contractor shall monitor and report cable tray saturation and other infrastructure capacity issues to help ensure sufficient room for growth, expansion, and future mission requirements.
3.7.2.13. SharePoint Administration/Software Engineering.
The Contractor shall provide webpage and Microsoft SharePoint support to 392 CTS staff and shall design, develop, maintain, and improve web pages and related collaboration tools in support of mission requirements. The Contractor shall provide policy guidance and advice; instruct and assist page maintainers, workgroup managers, and users; and support planning for future hardware and software upgrades. The Contractor shall manage all webpage activities for 392 CTS staff and ensure that each webpage remains properly secured, professionally presented, current, accurate, factual, and mission-related.
The Contractor shall review and document information under its control before activating it for live use and shall ensure that all links and content comply with applicable Air Force, United States Space Force, and 392 CTS policies. The Contractor shall implement and maintain appropriate access controls and protection measures and shall identify outdated or superseded information, bring it to the Government’s attention, and assist with proper disposition as directed. The Contractor shall also meet periodically with host-base and major command webmasters to exchange information on process evaluation, information assurance training, and related matters.
The Contractor shall provide database software support, including SQL and Microsoft Access support, to maintain new and existing 392 CTS database applications. The Contractor shall modify current 392 CTS database applications as directed by the Government, update technical and user documentation, and train users and workgroup managers on those modifications.
The Contractor shall review current SharePoint systems, identify and present recommendations for system improvements, and provide cost proposals, as requested by the Government. The Contractor shall work closely with analysts, customers, and staff to develop detailed specifications, perform required coding and configuration, and support development and enhancement of SharePoint capabilities. The Contractor shall test SharePoint products and modifications in controlled operational conditions prior to implementation, prepare user training manuals and related documentation, and maintain supported systems once operational. The Contractor shall maintain and support SharePoint site collections across supported networks and environments, including installation, administration, database management, development, and server configuration, as directed by the Government.
3.7.2.14. Hardware, Operating Systems, and Peripherals (HOSP)
The Contractor shall provide Hardware, Operating Systems, and Peripherals (HOSP) support and shall perform Level 2 and Level 3 maintenance, including testing, component replacement, major system overhauls, and other corrective actions necessary to sustain mission-ready equipment in accordance with established service level requirements and mission needs. The Contractor shall analyze and troubleshoot hardware, software, and network anomalies; upgrade existing and newly installed hardware, operating systems, and peripherals; and execute scheduled preventive maintenance to maintain system availability, reliability, and performance.
The Contractor shall assist the Government in identifying systems that require vendor maintenance contracts and in determining the appropriate level of vendor support. In support of this effort, the Contractor shall coordinate directly with vendors to identify prerequisites necessary to place systems under vendor maintenance, including required upgrades, repairs, licensing, or related actions. The Contractor shall obtain vendor quotes and prepare comprehensive procurement recommendation packages, including associated upgrade costs and recurring maintenance costs, for submission to the Contracting Officer’s Representative for Government evaluation and procurement action. Under no circumstances shall the Contractor financially obligate the Government or execute vendor agreements on the Government’s behalf.
3.7.2.15. Computer Maintenance Support Technician (CMST).
The Contractor shall designate an on-site Computer Maintenance Support Technician (CMST) to install, maintain, and troubleshoot Hardware, Operating Systems, and Peripherals (HOSP) using Government-provided office space, test equipment, and tools. The Contractor shall ensure the CMST demonstrates a high level of proficiency in diagnosing and repairing computer and audio/visual system anomalies and in restoring specialized processors, peripherals, printers, external drives, and other supported equipment. The Contractor shall maintain HOSP equipment in accordance with Government-approved support requirements and as agreed upon between the Contractor and the Government.
Before performing upgrades or installations, the Contractor shall coordinate with the Configuration Management function to ensure that new system configurations are properly processed, documented, and annotated and that maintenance actions are coordinated with the designated support desk or other appropriate support function. The Contractor shall coordinate repair actions for equipment under warranty, move, remove, and install HOSP systems and peripherals as required, and properly document all HOSP maintenance actions. The Contractor shall also provide Level 2 and Level 3 troubleshooting support for Video Teleconference (VTC) hardware and communications infrastructure and shall coordinate related repair and maintenance actions with appropriate Government and support personnel.
3.7.2.16. Visualization Laboratory (VISLAB).
The Contractor shall provide Visualization Laboratory (VISLAB) support, including specialized multimedia services such as desktop publishing, poster and signage production, two-dimensional and three-dimensional animation, photo and video capture and editing, graphic design, and multimedia product delivery in approved formats. The Contractor shall maintain the Government-provided VISLAB work order system and track customer survey results associated with VISLAB support services.
[bookmark: _Toc229401166]3.8.	Joint National Training Capability (JNTC) Support
The Contractor shall support administration, execution and sustainment of the 392 CTS’ USSF JNTC responsibilities ICW Joint Staff J7 (JSJ7), the JS Strategic Resources Management Office (SRMO), other JS offices, Joint programs (primarily Joint Training Exercise and Evaluation Program (JTEEP)), and applicable stakeholders. For JNTC, the 392 CTS is delegated DIRLAUTH from USSF COO to represent USSF JNTC interests with the Joint Staff J7 (JS/J7) JTEEP enterprise and fulfills Service responsibilities on JNTC governance and within coordination bodies as the Service’s JNTC Principle.
The Contractor shall provide administration, project management, and technical support to achieve and retain JNTC site certification and program accreditation, and execute and sustain USSF JNTC responsibilities, as directed, at Schriever Space Force Base, Colorado, and within JS/J7 staff operations at the Joint Staff Suffolk Complex, in Suffolk, Virginia.
The Contractor shall monitor, support, and recommend 392 CTS JNTC program requirements, assist with Program Budget Review (PBR) Program Objective Memorandum, and Unfunded Request processes, including preparation, coordination, and responses to inquiries, and oversee JNTC funding processes to include key JNTC activities for Joint Live Constructive Virtual Modernization, Joint Training Coordination Program, Service Incremental Funding, Joint Exercise Transportation Program, and other emerging JNTC funding programs, as required.
The Contractor shall represent 392 CTS and USSF interests at JNTC meetings, conferences, and working groups, as resources permit. The Contractor shall participate in Training Transformation (T2) forums and shall coordinate with JNTC organizations, USSF Field Commands, JSJ7, and other Service representatives to communicate USSF requirements, identify issues, and develop coordinated solutions.
The Contractor shall promote USSF-sponsored programs for accreditation and certified sites within the JNTC enterprise and shall support USSF participation in all required JNTC engagements.
The Contractor shall coordinate and integrate USSF and 392 CTS inputs into the JTEEP Program Execution Plan (PEP) during JSJ7 staffing and coordination processes.
The Contractor shall support JNTC activities, including:
· Participating in the annual PEP PBR working group
· Supporting the JSJ7 UFR process
· Participating in PBR Technical Working Groups
· Developing, evaluating, and providing feedback on PBR submissions
· Supporting USSF technical briefings during JSJ7-led reviews

The Contractor shall collect, organize, analyze, and present measures of effectiveness for 392 CTS JNTC sites and programs in support of PBR submissions and program evaluation.
The Contractor shall maintain and update 392 CTS inputs within the Joint Investment Database (JIDB) for all USSF-accredited programs and certified sites. The Contractor shall participate in JIDB improvement efforts and ensure accurate and current PBR-related data is entered.
The Contractor shall review JNTC technical direction, decisions, and proposed projects and shall assess impacts to USSF training capabilities. The Contractor shall provide recommendations to inform USSF positions and responses.
The Contractor shall provide Subject Matter Expert (SME) support to the JSJ7 Service Joint Training Division (SJTD) Joint Accreditation, Certification, and Mitigation (ACM) Program.
The Contractor shall support accreditation and certification activities by:
· Attending ACM meetings and coordinating with Service and Joint stakeholders
· Scheduling and coordinating re-accreditation and re-certification events
· Developing and documenting mitigation actions and annotations
· Preparing issue sheets and coordinating resolution with program stakeholders
· Participating in mitigation in-process reviews and evaluating self-assessments

The Contractor shall support responses to Congressional and higher headquarters inquiries by coordinating and providing USSF-approved inputs to SJTD.
The Contractor shall monitor the 392 CTS portion of the JSJ7 JTCP database and shall update cost and support data following USSF exercises.
The Contractor shall support development of the 392 CTS JTCP budget submission by collecting, analyzing, and compiling operational and financial requirements from USSF stakeholders.
The Contractor shall analyze Congressional actions, Department of War policies, directives, and resource changes and shall assess impacts to 392 CTS-accredited and certified programs.
The Contractor shall administer and manage JNTC funding processes to include commitment, obligation and execution of funds to support 392 CTS mission needs. The contractor will generate requisitions, MIPRs, MORDs, etc., within Defense Agencies Initiative (DAI) to account for and transition funds to the contract ICW STARCOM, DEL 11, and the 392 CTS Budget Advisor and Resource Advisors. As required. 
The Contractor shall develop and maintain schedules, plans, and briefings; coordinate and track JNTC-related activities; and document outcomes through meeting minutes, trip reports, point papers, and executive-level briefing products. (CDRL A003 – Contractor Funds Status Report, CDRL A004 – Management Plan)
[bookmark: _Toc229401167]Applicable Publications
The Contractor shall comply with all documents listed below in the table of publications and referenced under paragraph 3.0, Performance Requirements. The Directive/Guidance (D/G) column indicates the extent of Contractor compliance with the publication that is prescribed by the PWS.  A “D” in the column means the publication is a “directive publication,” that requires mandatory compliance by the Contractor.  A “G” in the column means the publication is a “guidance publication.” Compliance with documents listed as guidance is the Contractors' option. If there is any conflict between the directive referenced in PWS paragraph 3.0 and the reference listed in the tables below, the reference in PWS paragraphs 3.0 takes precedence.  
When directive chapters, paragraphs, appendices, attachments, etc. are referenced as a standard in this PWS, the standard shall be inclusive of all subordinate paragraphs unless specifically excluded.  For example, if the PWS standard lists paragraph 1.2 as directive, and paragraph 1.2 has subparagraphs 1.2.1, and 1.2.2 those subparagraphs are directive as well.  
	Publications

	

	D/G
	Pub Number
	Title
	Date

	D
	CJCSI 3150.25H
	Joint Lessons Learned Program, Change 1
	5 April 2024

	D
	CJCSI 3150.25C
	Joint Lessons Learned Program
	23 June 2023

	D
	CJCSI 3500.01 Series
	Joint Training Policy for the Armed Forces of the United States
	12 November 2024

	D
	CJCSM 3500.03 Series
	Joint Training Manual for the Armed Forces of the United States
	8 August 2025

	D
	CJCSM 3500.04 Series
	Universal Joint Task Manual
	19 December 2022

	D
	DoD 5200.02, Volume 3
	DoD Information Security Program: Protection of Classified Information
	24 February 2020

	D
	JP 5-0
	Joint Planning
	1 July 2025

	D
	SPFI 10-1302
	Space Force Lessons Learned Program
	29 May 2025

	D
	SPFI 10-204
	Exercise Program
	12 March 2026


3.2. [bookmark: _Toc229401168]Part 5352 - Solicitation Provisions and Contract Clauses

The Contractor shall comply with all applicable Federal Acquisition Regulation (FAR), Defense Federal Acquisition Regulation Supplement (DFARS), and Department of the Air Force Federal Acquisition Regulation Supplement (DAFFARS) clauses incorporated into the resulting contract. The following clauses may apply based on security, access, installation, and performance requirements. The Contracting Officer shall determine final clause applicability and placement in the solicitation and contract.
	Clause
	Title
	Applicability

	
	
	

	DAFFARS 5352.204-9000
	Notification of Government Security Activities
	Applies if DD Form 254/classified performance applies

	DAFFARS 5352.204-9002
	Security Incident Reporting and Procedures
	Applies if DD Form 254/classified work applies

	DAFFARS 5352.209-9000
	Organizational Conflict of Interest
	Applies if contractor provides technical advice, integration support, or recommendations affecting future acquisitions

	DAFFARS 5352.209-9001
	Potential Organizational Conflict of Interest
	Applies in solicitation if potential OCI exists

	DAFFARS 5352.223-9001
	Health and Safety on Government Installations
	Applies for work on Government installations

	DAFFARS 5352.242-9000
	Contractor Access to DAF Installations
	Applies for installation access

	DAFFARS 5352.242-9001
	Common Access Cards for Contractor Personnel
	Applies for CAC/logical/physical access



4. [bookmark: _Toc229401169]Deliverables
The Contractor shall provide deliverables as described in the PWS. Format and delivery schedule for deliverables shall be outlined in the table below. All Deliverable distribution shall be by an electronic method unless otherwise specified.  Email documents in a Microsoft Office or Adobe Acrobat-compatible format.  Submit drawings in a uniform electronic format.
Informal, recurring work products may not require a deliverable. These products are still required as described in paragraph 3 of the PWS. If there is any conflict between the Deliverable reference in paragraph 3 of this PWS and the Deliverable specifics in the following table, paragraph 3 takes precedence.  Days referenced shall be calendar days, unless otherwise noted.  For recurring Deliverables, if the due date falls on a holiday or a weekend the Deliverable may be sent on the following business day.  Contractor format is acceptable, unless a specific format is identified.   The Contractor shall not include its name or any logos on any Deliverable except when a Contractor signatory is required by the Deliverable.  The Contractor shall ensure all markings included in Deliverables are consistent with the contract’s requirements, to include copyright and proprietary markings addressed in the contract’s clauses.

	Deliverable Table

	 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A001
	Contractor Progress Status Management Reports
	2.2
	Monthly, NLT 5th of the month after performance
	COR


	Description: Monthly Status Reports (MSRs): executive-level summaries of performance, risks, accomplishments, staffing status, and planned activities for the next period; and Quarterly Program Management Review (PMR) briefings addressing cost, schedule, and performance.

	 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A002
	Cost Performance Report
	2.2. 
	Monthly, NLT 5th of the month 
	COR


	Description: Monthly cost status by CLIN/Task Area, Actuals vs. Planned/budgeted cost, labor cost and ODC summary, variance analysis, forecasted burn rate/estimate to complete, and explanation of cost drivers and corrective actions. 

	 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A003
	Contractor Funds Status Report
	2.2., 3.5., and 3.8.
	Monthly, NLT 5th of the month
	COR


	Description: Funding obligated/expended/remaining, current month expenditures, cumulative expenditures, forecast through period of performance, risk of overrun/underrun, and funding issues requiring government Action.

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A004
	Management Plan
	2.2., 3.5, and 3.8.
	Monthly, NLT 5th of the month
	COR


	Description: Strategic planning support products, strategic offsite plans and agendas, organizational guidance drafts, Lessons Learned support products, Collection Management Plans (CMP), JLLIS submissions and analysis packages, and JNTC/funding support inputs and recommendations, as applicable to the approved scope.

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A005
	Transition Plan
	2.3.1. and 3.1.1.
	NLT 5 business days following the Kick-Off Meeting.
	COR


	Description: Transition approach, personnel roster, staffing phase-in/phase-out actions, continuity and handover procedures, vacancy mitigation plan, and knowledge transfer actions. 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A006
	Trip Report
	2.5
	NLT 5 business days following trip
	COR


	Description: Contractor shall summarize mission support activities performed during TDY events, including TDY purpose and dates, objectives accomplished, meetings attended, support provided, findings, recommendations, and follow-on actions. (e.g., TDY purpose and dates, mission support performed, meetings attended, findings, recommendations, and follow-on actions)

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A007
	CAP/GFP Purchase Request and Report
	2.10.
	As required, prior to purchase for approval requests; Quarterly for CAP reporting.
	COR


	Description: Pre-purchase approval request for reimbursable items, technical justification, cost breakdown, GFP non-availability statement, approval routing based on dollar threshold, CAP inventory/report for non-consumable property purchased, and periodic CAP status/disposition reporting. 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A008
	M&S Accreditation Plan
	 3.2.
	As Required, NLT 10 business days following Government tasking.
	COR


	Description: Accreditation strategy and schedule; system scope and boundaries; required artifacts and milestones; stakeholders and approval authorities; dependencies, assumptions, and risks; and mitigation actions supporting accreditation/certification events. 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A009
	M&S Accreditation Report
	3.2. and 3.1.4.
	As Required, NLT 10 business days following Government tasking.
	COR


	Description: Accreditation status, actions completed, findings/deficiencies, risk impacts, corrective actions and mitigation, and supporting decision brief or summary report.

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A010
	JELC Event Products
	3.3. 
	As Required, NLT 10 business days following Government tasking.
AAR draft NLT 15 business days; final AAR draft NLT 30 days following event completion.
	COR


	Description: CDC/IPC/MPC/FPC planning products, JELC schedules and planning artifacts, MSELs, injects, and scenario support products, event synchronization documents, and hot wash and AAR inputs.

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A011
	Exercise Support Products
	3.4. 
	As Required, NLT 10 business days following Government tasking.

	COR


	Description: Exercise execution support documentation, operational assessments, mission support effectiveness assessments, readiness assessments, risk/deficiency analysis, and improvement recommendations. 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A012
	Program Management Products
	3.5. and 3.7.
	As Required, NLT 10 business days following Government tasking.
	COR


	Description: Agendas; briefing materials; meeting minutes; decision papers; action item trackers; MOA/MOU drafts; quarterly PMR summary materials; and L2 review board support documentation.

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A013
	Mission Essential Support Documentation
	3.7.
	As Required, NLT 10 business days following Government tasking.
	COR


	Description: Mission essential services continuity documentation, essential contractor services plan updates, IT/network outage response documentation, system restoration summaries, and continuity actions during degraded operations. 

	Identifier
	Name
	PWS #
	Schedule
	Distribution

	A014
	Mission Resource Plan
	3.1.3. and 3.5
	Quarterly, and As Required by Government Tasking
	COR

	Description: Current and projected personnel requirements; equipment and software requirements; training and facility requirements; network and mission support requirements; resource shortfalls; mitigation strategies; and recommendations. 


5. [bookmark: _Toc522621692][bookmark: _Toc229401170]Services Summary
This Services Summary (SS) identifies the major performance objectives and performance thresholds required for Contractor performance.  The Government retains the right to inspect, assess and enforce all services required by this contract, regardless of their inclusion in this SS.
	SS
	Requirement
	PWS Para
	Threshold

	1
	Program Management and Administration
	2.2, 2.3.1, and 3.1.2.
	Performance is acceptable when: 
On-time delivery of kick-off meetings, PMRs, and required management plans are delivered on time; transition and staffing shortfalls do not degrade mission performance; and required reports (e.g., MSR, PMR) accepted with no major deficiencies.

	2
	Exercise Lifecycle and Planning
	3.3. and 3.4.
	Performance is acceptable when:
All required planning artifacts (for CDC, IPC, MPC, FPC, etc.)  align with JELC timelines and exercise objectives, planning products are accepted with no major revisions needed, and AARs are delivered NLT 30 calendar days after exercise execution.

	3
	Live Exercise Execution and Control
	2.4., 3.3., 3.4., and 3.6.
	Performance is acceptable when:
There are no major contractor-caused execution failures during exercises, the contractor supports surge 24/7 operations, as required, and M&S environments remain available and mission-ready for all scheduled events.

	4
	IT and Cybersecurity Sustainment
	3.2. and 3.7.
	Performance is acceptable when:
Enclave systems are maintained, required security patches and STIG actions are implemented, outages are restored within required timelines, system issues are documented and corrected effectively.


	5
	Strategic, JNTC, and Lessons Learned Support
	3.5. and 3.8.
	Performance is acceptable when:
Required products and inputs for JNTC, L2, JLLIS, and strategic planning are complete, accurate, and on time and Lessons Learned and AARs are captured, analyzed, and disseminated within timelines.


	6
	Personnel and Staffing Stability
	2.3.1., 3.3., 3.5.
	Performance is acceptable when:
Key positions are continuously staffed, vacancies do not exceed authorized timelines unless approved by Government, and personnel turnover does not degrade ongoing planning or result in missed deliverable suspense dates. 

	7
	Security Requirements and Procedures
	All
	Performance is acceptable when:
Contractor personnel comply with all applicable security requirements and procedures, no contractor-caused security violations occur, and required incidents/corrective actions are completed in a timely manner.
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OFFICE OF THE SECRETARY OF DEFENSE
1000 DEFENSE PENTAGON Jan 17,2025
WASHINGTON, DC 20301-1000

Department of Defense
OFFICE OF PREPUBLICATION AND SECURITY REVIEW
January 15, 2025

MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS

SUBJECT: Implementing the Cybersecurity Maturity Model Certification (CMMC) Program:
Guidance for Determining Appropriate CMMC Compliance Assessment Levels and
Process for Waiving CMMC Assessment Requirements

The defense industrial base (DIB) is the target of recurrent and progressively
sophisticated cyber attacks targeting Controlled Unclassified Information (CUI) and Federal
Contract Information (FCI) processed in, stored on, or transmitted over nonfederal unclassified
information systems. These attacks threaten Department of Defense (DoD or Department)
mission execution, reduce warfighting capabilities, weaken American technological superiority,
and exfiltrate intellectual property and national security information. The Department is
undertaking multiple efforts to reduce the risk of cyber attacks to DIB businesses.

Defense contractors and subcontractors are required to safeguard unclassified nonpublic
information by applying specified network security requirements, as defined in DoD Instruction
8582.01, Security of Non-DoD Information Systems Processing Unclassified Nonpublic DoD
Information, which includes identified CUI and FCI that resides in or transits contractor
unclassified information systems. Title 32 of the Code of Federal Regulations (CFR) § 2002
describes requirements for adequate safeguarding that, in the context of Defense contracts, are
implemented through Defense Federal Acquisition Regulation Supplement (DFARS) clause
252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting. This
clause applies to contracts that require the processing, storing, or transmitting of CUI on
contractor-owned information systems.

To enhance the security of DoD information and reduce the risk of cyber attacks to DIB
businesses, the Department established the Cybersecurity Maturity Model Certification (CMMC)
Program. The final CMMC Program rule was published to the Federal Register on October 15,
2024 and is codified in Title 32 CFR Part 170. The CMMC Program requires pre-award
assessment of covered contractor information systems against prescribed cybersecurity standards
for sateguarding CUI or FCI. The CMMC Program will implement pre-award assessments of
contractor compliance with the appropriate information safeguarding requirements. Title 32
CFR § 170 defines applicability of CMMC requirements and Title 48 CFR DFARS provisions
and clauses will implement those requirements.

Upon publication of the final Title 48 CFR DFARS rule, 2019-D041, Program Managers
and requiring activities shall include the need for CMMC assessments in procurement request
and requirement documents in accordance with phase-in timelines described in Title 32 CFR §
170.3. Attachment 1 to this memorandum provides Program Managers and requiring activities
guidance to apply when determining the appropriate CMMC assessment level to include in each
DoD solicitation and contract. Service and Component Acquisition Executives are authorized to
waive inclusion of CMMC assessment requirements in DoD solicitations. Waivers are discussed
in Attachment 2.
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At the conclusion of the phase-in period. Program Managers and requiring activities will
designate a CMMC level for each contract. as appropriate. according to attributes of the
information that will be processed, stored, or transmitted on covered contractor information
systems, as described in Attachment 1. Service and Component Acquisition Executives may,
after following approved procedures, waive CMMC assessment requirements, as described in
Attachment 2. A waiver of CMMC assessment requirements does not affect the underlying
security requirements, or current policy, that may apply (including, but not limited to, Federal
Acquisition Regulation (FAR) clause 52.204-21 and DFARS clause 252.204-7012), which will
remain in effect.

Finally. when a requirement is expected to result in award of a non-FAR based grant or
other legal agreement, Program Managers and requiring activities are still expected to follow the
CMMC Level Determination Guide (Attachment 1) to select an appropriate CMMC level
requirement.

The Office of the DoD Chief Information Officer intends to incorporate the attached
policies into one or more DoD Instructions, as appropriate. Additionally. the Department will
revise DoD Instruction 8582.01 to provide guidance for applying the enhanced protections
provided by National Institute of Standards and Technology (NIST) Special Publication (SP)
800-172, which are carried forward in CMMC Level 3. The CMMC Program Management
Office is the point of contact for this effort: osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil.
The Office of the Under Secretary of Defense for Research and Engineering will publish and
maintain a guidebook with additional details for the application of NIST SP 800-172 at
https://aaf.dau.edu/guidebook.
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Under Secretary of Defer“!&l Acting Chief Information Officer
for Research and Engineering of the Department of Defense
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Under Secretary of Defense
for Acquisition and Sustainment

Attachments:
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Attachment 1
Cybersecurity Maturity Model Certification Level Determination

Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7012 and
Federal Acquisition Regulation (FAR) clause 52.204-21 establish the cybersecurity requirements
for FAR-based contracts. Title 32 of the Code of Federal Regulations (CFR) § 170.3 (e)
describes a phased implementation plan for assessment of compliance with these requirements
under the CMMC Program.

Program Managers and requiring activities shall follow the CMMC Program
implementation phases defined in Title 32 CFR § 170.3(e). Upon publication of the final Title
48 CFR DFARS rule, 2019-D041, all procurement requests that may result in a contract where
the contractor or a subcontractor. at any tier. may have Federal Contract Information (FCI). as
defined in FAR clause 52.204-7021, residing in or transiting through its information system shall
include CMMC Level 1.

One year after publication of the DFARS rule, Program Managers and requiring activities
shall also begin to require CMMC Level 2 certification assessments. when appropriate. In two
years, Program Managers and requiring activities shall begin to implement CMMC Level 3
certification assessment requirements, when appropriate.

In accordance with DFARS Procedures, Guidance. and Information 204.7303-1(b)(1). the
requiring activity must notify the contracting officer when an effort is expected to result in a
contract, task order, or delivery order that will involve covered defense information (including
Controlled Unclassified Information (CUI)) or operationally critical support. Covered defense
information is defined in DFARS clause 252.204-7012. In order to appropriately apply
information safeguarding requirements, when the effort will involve CUI, the requiring activity
must also identify whether CMMC Level 2 self-assessment of certification assessment is the
minimum requirement. Contacting Officers will rely on information provided by the requiring
activity to communicate the applicable CMMC level requirements to offerors and contractors.

CMMC Level 3 assessments shall be required when DoD policy requires the application
of National Institute of Standards and Technology (NIST) Special Publication (SP) 800-172.
The enhanced protections of NIST SP 800-172 must be applied to safeguard CUI associated with
mission critical or unique technologies and programs. Program Managers and requiring
activities must also carefully consider the risks associated with the security of the subcontractors’
nonfederal information systems in the multi-tier supply chain and provide additional solicitation
guidance regarding the extent to which CMMC Level 3 requirements must be flowed down.

The Department is updating DoDI 8582.01. Security of Non-DoD Information Systems
Processing Unclassified Nonpublic DoD Information, and is developing a Defense Acquisition
University guidebook. to include guidance for applying NIST SP 800-172.

DoD Program Managers and requiring activities will use the following CMMC Level
Determination Guide to identify the appropriate CMMC level for a given contract. When a
contract effort will result in CUI being processed. stored. or transmitted on a contractor
information system that meets multiple CMMC level determination criteria, Program Managers
and requiring activities shall select the highest applicable CMMC level. The guidance
contained herein addresses the minimum required assessment levels and does not preclude
selection of a higher CMMC level requirement when security needs dictate.
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Until supplanted by a DoD Instruction, this CMMC Level Determination Guide defines the
minimum CMMC level requirement. Other DoD policies, regulations, or security concerns may
necessitate selection of a higher CMMC level requirement. Service and Component Acquisition
Executives may issue supplementary guidance to ensure CMMC requirements are consistently
applied, in particular for CMMC Level 3 Certification assessments. Flow-down requirements for
all other CMMC assessment requirements are defined in Title 32 CFR § 170.23.

CMMC Level Determination Guide

CMMC Level 1 CMMC Level 2 CMMC Level 2 CMMC Level 3
(Self-Assessment) (Self-Assessment) {Certification) {Certification)

Criteria

CAE: Component Acquisition Exscutive
CUI: Controfied Unclassified Information
FCI: Federal Contract Information

PM: Program Maneger

SAE: Service Acquisition Executive

CMMC Level 1 (Self-Assessment) — Assessed against the FAR clause 52.204-21:

e FAR clause 52.204-21 applies to FCI. This clause does not apply to information provided by
the Government to the public, such as on public websites, or simple transactional
information, such as is necessary to process payments.

e If the planned contract, task order, or delivery order may require the contractor (or
subcontractors at any tier) to process, store, or transmit only FCI in its information system,
the appropriate assessment requirement is CMMC Level 1 Self-Assessment.

CMMC Level 2 — Assessed against the NIST SP 800-171:

o DFARS clause 252.204-7012 applies when CUI will be processed, stored, or transmitted on
contractor-owned information systems in the performance of a DoD contract and flows down
to subcontracts, or similar contractual instruments, as described in DFARS clause 252.204-
7012,

o If the planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUT on a contractor-owned information system, compliance must be assessed
against NIST SP 800-171 requirements.

o CMMC Level 2 (Self-Assessment) is the minimum assessment requirement for CUL
It is sufficient only for CUI outside of the National Archive’s CUI Registry Defense
Organizational Index Grouping. Category markings and definitions may be found on
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the CUI Registry at https://www.archives.gov/cui. The Program Manager may
clevate the CMMC level if there is high risk to the confidentiality, integrity, or
availability of the CUL

CMMC Level 2 (Certification) is thc minimum assessment requirement when the
planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUI categorized under the National Archive’s CUI Registry Defense
Organizational Index Grouping. Category markings and definitions may be found on
the CUI Registry at https://www.archives.gov/cui. CMMC Level 2 certification
assessment is performed by third-party assessors employing the methods described in
NIST SP 800-171A.

CMMC Level 3 (Certification) — Asscssed by DoD officials against select controls in NIST SP

800-172:

The enhanced protections of NIST SP 800-172 must be applied to safeguard mission critical
or unique technologies and programs associated with the following tactors/scenarios.
Compliance with NIST SP 800-172 is a significant cffort. Program Managers and requiring
activities must carcfully consider the nced for safeguarding of the particular CUI to be shared
and avoid overusc of the CMMC Level 3 requirement.

o

(@]

CUI associated with a breakthrough. unique, and/or advanced technology;

Significant aggregation or compilation of CUI in a singlc information system or IT
environment; and

Ubiquity — when an attack on a single information system or IT environment would
result in widespread vulnerability across DoD.

The Office of the Under Secretary of Defense for Research and Engincering will publish and
maintain a guidebook with additional details for the application of NIST SP 800-172 at
https://aaf.dau.cdw/guidebook.

If the planned contract will require the contractor (or subcontractors) to process, store, or
transmit CUI that requires enhanced protections provided by NIST SP 800-172, then the
minimum assessment requirement is CMMC Level 3 (Certification).

o

DoD Program Managers and requiring activitics will determinc if a contract cftort
requires the contractor (or subcontractors) to process. store, or transmit CUI within
nonfederal unclassified information systems pertaining to the essential technology
clements identified for prioritized protection through application of the NIST SP 800-
172 requirements described in DoD Instruction 8582.01.

When CMMC Level 3 is warranted. a Sccurity Classification Guide must be provided
to communicate any CUI distribution limitations or instructions and allow for the
segregation of information such that information that need not be covered by CMMC
Level 3 can be handled appropriately at levels below CMMC level 3 throughout the
supply chain. Failure to do so may result in the CMMC Level 3 requirements being
unnccessarily flowed down to all sub-tiers at significant cost to the program.
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ATTACHMENT 2
CYBERSECURITY MATURITY MODEL CERTIFICATION WAIVER
APPLICABILITY AND REPORTING REQUIREMENTS

Program Managers or requiring activities may request Service Acquisition Executive
(SAE) or Component Acquisition Executive (CAE) approval to waive CMMC assessment
requirements that would otherwise apply (including invoking lesser CMMC assessment levels),
within the parameters below, or as supplemented by policies that SAEs or CAEs may issue. All
CMMC waiver requests must be coordinated through the component Chief Information Officer
(CIO) prior to SAE or CAE approval. For programs under Defense Acquisition Executive
(DAE) oversight, Program Managers shall coordinate waiver requests through the component
CIO. Program Executive Ofticer. CAE or SAE. and the Office of the DoD CIO at
osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil prior to DAE approval.

CMMC waivers may be requested and approved for an individual procurement or a class
of procurements, and waivers will impact only whether CMMC assessments must be included in
solicitation documents and resultant contracts. CMMC assessment waivers do not affect the
underlying security requirements of Federal Acquisition Regulation (FAR) clause 52.204-21,
Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7012, or National
Institute of Standards and Technology (NIST) Special Publication (SP) 800-172, when
applicable pursuant to DoD policy. All agencies are required by Title 32 of the Code of Federal
Regulations (CFR) § 2002 to use NIST SP 800-171 when establishing requirements to protect
Controlled Unclassified Information (CUI) on nonfederal information systems. Refer to DoD
Instruction 8382.01. Security of Non-DoD Information Systems Processing Unclassified
Nonpublic DoD Information, for additional guidance on security of non-DoD information
systems processing unclassified DoD information.

Waiver Reporting Requirements:

SAEs and CAEs will report CMMC waiver data quarterly to the Under Secretary of
Detense (USD) for Acquisition and Sustainment, the USD for Intelligence and Security, the
USD for Research and Development, and the Office of the DoD CIO. Reports can me made via
postings to osd.pentagon.dod-cio.list.cmmc-mbx@mail.mil. The report will enumerate all
contracts awarded with CMMC assessment requirements waived, by the certification level that
would otherwise have applied, and will identify common Product Service Codes or other
relevant information that may explain market circumstances necessitating such assessment
waivers.

Phase-In of CMMC Assessment Requirements, Including Waiver Process:

Program Managers and requiring activities should identify information security requirements
for the types of information most likely to be associated with the planned contract effort. When
market research indicates that including a CMMC assessment requirement may impede ability to
generate robust competition or delay delivery of mission critical capabilities, the SAE, CAE. or
DAE may approve requests to waive inclusion of CMMC assessment requirements. SAEs and
CAEs must carefully weigh the risk of potential loss of CUI associated with mission critical
capabilities before granting a waiver. SAEs and CAEs must recognize the following waiver
limitations and may supplement this guidance with specific information, formatting, and
coordination requirements.
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3.

CMMC Level 1 requirements: CMMC Level 1 is a self-assessment requirement designed
to provide added insight into or assurance of the offeror’s compliance with requirements
defined in FAR clause 52.204-21 for the safeguarding of Federal Contract Information
(FCI). This is the most basic level of cybersecurity posture. There are no circumstances
likely to warrant approval of requests to waive CMMC Level 1 requirements.

CMMC Level 2 requirements: CMMC Level 2 can be a self-assessment requirement or
an independent third-party assessment.

a. Effective September 29, 2020, DFARS Subpart 204.73, Safeguarding Covered
Defense Information and Cyber Incident Reporting, was amended to require the
inclusion of DFARS clause 252.204-7019, Notice of NIST SP 800-171 DoD
Assessment Requirements, in all solicitations. except those solely for the
acquisition of commercial off-the-shelf items. This provision requires offerors to
provide a current NIST SP 800-171 Dol> Assessment on record. prior to contract
award. whenever the offeror is required to implement NIST SP 800-171, pursuant
to DFARS clause 252.204-7012. Due to this pre-existing minimum requirement
for a Basic self-assessment under DFARS 252.204-7019 and the ability to
establish corrective Plans of Action and Milestones. there are no circumstances
likely to warrant approval of requests to waive CMMC Level 2 self-assessment
requirements.

b. In rare circumstances. such as when seeking competition from non-traditional
DoD sources, waivers may be warranted for CMMC Level 2 third-party
assessment requirements. Such waivers are not appropriate for contracts
requiring performance by a cleared defense contractor. Approved waivers on a
class basis must include a planned expiration date and guidance for requiring
CMMC certification in subsequent solicitations. In all such cases, the solicitation
must include a requirement to submit alternate protection plans for securing FCI
or Controlled Unclassified Information (CUI) data. The alternate protection plans
must be evaluated as part of the selection process.

CMMC Level 3 requirements: Level 3 requirements are intended to protect CUI
associated with the Department’s mission critical technologies and programs and result in
an assessment performed by the Defense Contract Management Agency’s Defense
Industrial Base Cybersecurity Assessment Center. In rare circumstances, waivers may be
warranted for CMMC Level 3 third-party assessment requirements: such waivers,
however, are not appropriate for contracts or work statements requiring access to both
unclassified and classified DoD information.
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