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Prohibition on the Acquisition of Covered Defense

2522047017 1 ecommunications Equipment or Services-Representation.

2021-05

PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS
EQUIPMENT OR SERVICES-REPRESENTATION (MAY 2021)

The Offeror is not required to complete the representation in this provision if the Offeror has
represented in the provision at 252.204-7016, Covered Defense Telecommunications Equipment or
Services-Representation, that it "does not provide covered defense telecommunications equipment or
services as a part of its offered products or services to the Government in the performance of any
contract, subcontract, or other contractual instrument."

() Definitions. "Covered defense telecommunications equipment or services," "covered mission,”
"critical technology," and "substantial or essential component,” as used in this provision, have the
meanings given in the 252.204-7018 clause, Prohibition on the Acquisition of Covered Defense
Telecommunications Equipment or Services, of this solicitation.

(b) Prohibition. Section 1656 of the National Defense Authorization Act for Fiscal Y ear 2018
(Pub. L. 115-91) prohibits agencies from procuring or obtaining, or extending or renewing a contract to
procure or obtain, any equipment, system, or service to carry out covered missions that uses covered
defense telecommuni cations equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system.
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(c) Procedures. The Offeror shall review the list of excluded partiesin the System for Award
Management (SAM) at https.//www.sam.gov for entities that are excluded when providing any
equipment, system, or serviceto carry out covered missions that uses covered defense
telecommuni cations equipment or services as a substantial or essential component of any system, or as
critical technology as part of any system, unless awaiver is granted.

(d) Representation. If initsannual representations and certificationsin SAM the Offeror has
represented in paragraph (c) of the provision at 252.204-7016, Covered Defense Telecommunications
Equipment or Services-Representation, that it "does" provide covered defense telecommunications
equipment or services as a part of its offered products or services to the Government in the performance
of any contract, subcontract, or other contractual instrument, then the Offeror shall complete the
following additional representation:

The Offeror represents that it
will

will not provide covered defense tel ecommunications equipment or services as a part
of its offered products or services to DoD in the performance of any award resulting from
this solicitation.

(e) Disclosures. If the Offeror has represented in paragraph (d) of this provision that it "will
provide covered defense telecommunications equipment or services,”" the Offeror shall provide the
following information as part of the offer:

(1) A description of all covered defense telecommunications equipment and services offered
(include brand or manufacturer; product, such as model number, original equipment manufacturer
(OEM) number, manufacturer part number, or wholesaler number; and item description, as applicable).

(2) Anexplanation of the proposed use of covered defense telecommunications equipment
and services and any factors relevant to determining if such use would be permissible under the
prohibition referenced in paragraph (b) of this provision.

(3) For services, the entity providing the covered defense telecommunications services
(include entity name, unique entity identifier, and Commercial and Government Entity (CAGE) code, if
known).

(4) For equipment, the entity that produced or provided the covered defense
telecommuni cations equipment (include entity name, unique entity identifier, CAGE code, and whether
the entity was the OEM or adistributor, if known).

(End of provision)
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252.204-7021 Contractor Compliance with the Cybersecurity Maturity Model 2025-11
Certification Level Requirements.

CONTRACTOR COMPLIANCE WITH THE CYBERSECURITY MATURITY MODEL
CERTIFICATION LEVEL REQUIREMENTS (NOV 2025)

(&) Definitions. Asused inthis clause-

"Controlled unclassified information” means information the Government creates or possesses, or
information an entity creates or possesses for or on behalf of the Government, that alaw, regulation, or
Governmentwide policy requires or permits an agency to handle using safeguarding or dissemination
controls (32 CFR 2002.4(h)).

"Current" means-

(1) With regard to Conditional Cybersecurity Maturity Model Certification (CMMC) Status-

(i) Not older than 180 days for Conditional Level 2 (Self) assessments and Conditional
Level 2 (certified third-party assessment organization (C3PAQ)) assessments, with-

(A) No changesin compliance with the requirements at 32 CFR part 170 since the
Conditional CMMC Status date (see 32 CFR 170.16 and 170.17); and

(B) A corresponding affirmation of continuous compliance by an affirming officia
(see 32 CFR 170.4); and

(if) Not older than 180 days for Conditional Level 3 (Defense Industrial Base
Cybersecurity Assessment Center (DIBCAC)) assessments, with-

(A) No changesin compliance with the requirements at 32 CFR part 170 since the
Conditional CMMC Status date (see 32 CFR 170.18); and

(B) A corresponding affirmation of continuous compliance by an affirming official;

(2) Withregard to Final CMMC Status-

(i) Not older than 1 year for Final Level 1 (Self), with-

(A) No changesin compliance with the requirements at 32 CFR part 170 since the
Final CMMC Status date (see 32 CFR 170.15); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year, by
an affirming official;
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(ii) Not older than 3 yearsfor Final Level 2 (Self) assessments and Final Level 2
(C3PAOQ) assessments, with-

(A) No changesin compliance with the requirements at 32 CFR part 170 since the
Final CMMC Status date (see 32 CFR 170.16 and 170.17); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year, by
an affirming official; and

(iii) Not older than 3 yearsfor Final Level 3 (DIBCAC) assessments, with-

(A) No changesin compliance with the requirements at 32 CFR part 170 since the
Final CMMC Status date (see 32 CFR 170.18); and

(B) A corresponding affirmation of continuous compliance, not older than 1 year, by
an affirming official; and

(3) With regard to affirmation of continuous compliance (32 CFR 170.22), not older than 1
year with no changes in compliance with the requirements at 32 CFR part 170.

"Cybersecurity Maturity Model Certification (CMMC) status' means the result of meeting or
exceeding the minimum required score for the corresponding assessment. The potential statuses are as
follows:

(1) Fina Level 1 (Sdf).

(2) Conditiona Level 2 (Self).

(3) Fina Level 2 (Seif).

(4) Conditional Level 2 (C3PAO).

(5) Fina Level 2 (C3PAO).

(6) Conditiona Level 3 (DIBCAC).

(7) Find Level 3 (DIBCAC).
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"Cybersecurity Maturity Model Certification unique identifier (CMMC UID)" means 10 apha
numeric characters assigned to each CMMC assessment and reflected in the Supplier Performance Risk
System (SPRS) for each contractor information system.

"Federal contract information (FCI)" means information, not intended for public release, that is
provided by or generated for the Government under a contract to develop or deliver a product or service
to the Government. It does not include information provided by the Government to the public, such ason
public websites, or simple transactional information, such as information necessary to process payments.

"Plan of action and milestones’ means a document that identifies tasks to be accomplished. It
details resources required to accomplish the elements of the plan, any milestones in meeting the tasks,
and scheduled completion dates for the milestones, as defined in National Institute of Standards and
Technology Special Publication 800-115 (32 CFR 170.21).

(b) Framework. The Cybersecurity Maturity Model Certification (CMMC) is aframework for
assessing a contractor's compliance with applicable information security protections (see 32 CFR part
170).

(c) Duplication. The CMMC assessments will not duplicate efforts from any other comparable
DoD assessment, except for rare circumstances when a reassessment may be necessary, for example,
when there are indications of issues with cybersecurity and/or compliance with CMMC requirements.

(d) Requirements. The Contractor shall-

(1)(i) Have and maintain for the duration of the contract a current CMMC status at the
following CMMC level, or higher: Level 1 (Self) Contracting Officer insert: CMMC Leve 1 (Self);
CMMC Level 2 (Sif); CMMC Level 2 (C3PAO); or CMMC Level 3 (DIBCAC) for al information
systems used in performance of the contract, task order, or delivery order that process, store, or transmit
FCI or CUI; and

(if) Consult 32 CFR 170.23 related to the flowdown of the CMMC requirements, and
flow down the correct CMMC level to subcontracts and other contractua instruments;

(2) Only process, store, or transmit FCI or CUI on contractor information systems that have a
CMMC status at the CMMC level required in paragraph (d)(1) of this clause, or higher;

(3) Complete on an annual basis, and maintain as current, an affirmation, by the affirming
officia (see 32 CFR 170.4), of continuous compliance with the requirements associated with the CMMC
level required in paragraph (d)(1) of this clause in the Supplier Performance Risk System (SPRS) (
https://piee.eb.mil) for each CMMC UID applicable to each of the contractor information systems that
process, store, or transmit FCI or CUI and that are used in performance of the contract;

(4) Ensure all subcontractors and suppliers complete prior to subcontract award, and
maintain on an annual basis, an affirmation, by the affirming official (see 32 CFR 170.4), of continuous
compliance with the requirements associated with the CMMC level required for the subcontract or other
contractual instrument for each of the subcontractor information systems that process, store, or transmit
FCI or CUI and that are used in performance of the subcontract; and
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(5) If the Contractor hasa CMMC Status of Conditional, successfully close out avalid plan
of action and milestones (32 CFR 170.21) to achieve a CMMC Status of Final.

() Reporting. The Contractor shall-

(1) Submit to the Contracting Officer-

(i) The CMMC UID(s) issued by SPRS for contractor information systems that will
process, store, or transmit FCI or CUI during performance of the contract; and

(i) Any changesinthe CMMC UIDs generated in SPRS throughout the life of the
contract, task order, or delivery order, if applicable;

(2) Enter into SPRS the results of a current self-assessment for each CMMC UID, not
covered by a C3PAO assessment or DIBCAC assessment, applicable to each of the contractor
information systems that process, store, or transmit FCI or CUI and that are used in performance of the
contract; and

(3) Completein SPRS on an annual basis and maintain as current an affirmation of
continuous compliance by the affirming official (see 32 CFR 170.4) for each self-assessment, C3PAO
assessment, or DIBCAC assessment required under the contract in SPRS.

(f) Subcontracts. The Contractor shall-

(1) Insert the substance of this clause, including this paragraph (f) and excluding paragraph
(e)(2), in subcontracts and other contractual instruments, including those for the acquisition of
commercia products or commercial services, excluding commercially available off-the-shelf items, if
the subcontract or other contractual instrument will contain a requirement to process, store, or transmit
FCI or CUI; and

(2) Prior to awarding a subcontract or other contractual instrument, ensure that the
subcontractor has a current CMMC certificate or current CMMC status at the CMMC level that is
appropriate for the information that is being flowed down to the subcontractor based on the requirements
at 32 CFR 170.23.

(End of clause)

Notice of Cybersecurity Maturity Model Certification Level

252.204-7025 .
Requirements.

2025-11
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NOTICE OF CYBERSECURITY MATURITY MODEL CERTIFICATION LEVEL
REQUIREMENTS (NQV 2025)

(a) Definitions. Asused in this provision, "controlled unclassified information (CUI),
"Cybersecurity Maturity Model Certification (CMMC) status," "Cybersecurity Maturity Model
Certification unique identifier (CMMC UID)," "Federal contract information (FCI)", and "plan of action
and milestones' have the meaning given in the Defense Federal Acquisition Regulation Supplement
252.204-7021, Contractor Compliance With the Cybersecurity Maturity Model Certification Level
Requirements, clause of this solicitation.

current,”

(b)(1) Cybersecurity Maturity Model Certification (CMMC) level. The CMMC level required by
this solicitation is: Level 1 (Self) [Contracting Officer insert: CMMC Level 1 (Self); CMMC Level 2
(Self); CMMC Level 2 (C3PAO); or CMMC Level 3 (DIBCAC)]. ThisCMMC level, or higher (see 32
CFR part 170), isrequired prior to award for each contractor information system that will process, store,
or transmit Federal contract information (FCI) or controlled unclassified information (CUI) during
performance of the contract.

(2) The Offeror will not be eligible for award of a contract, task order, or delivery order
resulting from this solicitation if the Offeror does not have, for each of the contractor information
systems that will process, store, or transmit FCI or CUI and that will be used in performance of a
contract resulting from this solicitation-

(i) The current CMMC status entered in the Supplier Performance Risk System (SPRS) (
https:.//piee.eb.mil) at the CMMC level required by paragraph (b)(1) of this provision; and

(i1) A current affirmation of continuous compliance with the security requirements
identified at 32 CFR part 170 in SPRS.

(c) Plan of action and milestones. If the Offeror hasa CMMC Status of Conditional, the Offeror
shall successfully close out avalid plan of action and milestones (32 CFR 170.21) to achieveaCMMC
Status of Final.

(d) CMMC unique identifiers. The Offeror shall provide, in the proposal, the CMMC unique
identifier(s) (CMMC UIDs) issued by SPRS for each contractor information system that will process,
store, or transmit FCI or CUI during performance of a contract, task order, or delivery order resulting
from this solicitation. The Offeror also shall update the list when new CMMC UIDs are generated in
SPRS. The CMMC UIDs are provided in SPRS after the Offeror enters the results of self-assessment(s)
for each such information system.

(End of provision)

252.232-7006 Wide Area WorkFlow Payment Instructions. 2023-01

WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (JAN 2023)
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(@) Definitions. Asused in this clause-

"Department of Defense Activity Address Code (DoDAAC)" isasix position code that uniquely
identifies a unit, activity, or organization.

"Document type" means the type of payment request or receiving report available for creation in
Wide Area WorkFlow (WAWF).

"Local processing office (LPO)" is the office responsible for payment certification when payment
certification is done external to the entitlement system.

"Payment request” and "receiving report” are defined in the clause at 252.232-7003, Electronic
Submission of Payment Reguests and Receiving Reports.

(b) Electronicinvoicing. The WAWEF system provides the method to electronically process
vendor payment requests and receiving reports, as authorized by Defense Federal Acquisition Regulation
Supplement (DFARS) 252.232-7003, Electronic Submission of Payment Requests and Receiving
Reports.

(c) WAWF access. To access WAWF, the Contractor shall-

(1) Have adesignated electronic business point of contact in the System for Award
Management at https.//www.sam.gov; and

(2) Beregistered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures
for self-registration available at thisweb site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-
Based Training Course and use the Practice Training Site before submitting payment requests through
WAWE. Both can be accessed by selecting the "Web Based Training" link on the WAWF home page at
https://wawf.eb.mil/

(e) WAWF methods of document submission. Document submissions may be viaweb entry,
Electronic Data Interchange, or File Transfer Protocol.

(f) WAWF payment instructions. The Contractor shall use the following information when
submitting payment requests and receiving reports in WAWEF for this contract or task or delivery order:

(1) Document type. The Contractor shall submit payment requests using the following
document type(s):

(i) For cost-type lineitems, including labor-hour or time-and-materials, submit a cost
voucher.

(if) For fixed price lineitems-

(A) That require shipment of adeliverable, submit the invoice and receiving report
specified by the Contracting Officer.

NIA

(Contracting Officer: Insert applicable invoice and receiving report document type(s) for fixed price
line items that require shipment of a deliverable.)

(B) For servicesthat do not require shipment of a deliverable, submit either the

Invoice 2inl, which meets the requirements for the invoice and receiving report, or the applicable
invoice and receiving report, as specified by the Contracting Officer.
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Invoice 2inl

(Contracting Officer: Insert either "Invoice 2in1" or the applicable invoice and receiving
report document type(s) for fixed price line items for services.)

(i) For customary progress payments based on costs incurred, submit a progress
payment request.

(iv) For performance based payments, submit a performance based payment request.
(v) For commercial financing, submit a commercial financing request.

(2) ) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR)
52.213-1 isincluded in the contract.

[Note: The Contractor may use a WAWF "combo” document type to create some combinations of
invoice and receiving report in one step.]

(3) Document routing. The Contractor shall use the information in the Routing Data Table
below only to fill in applicable fields in WAWF when creating payment requests and receiving reportsin
the system.

Routing Data Table*

Field Name in WAWF Data to be entered in WAWF

Pay Official DODAAC F1YGBAA
Issue By DoDAAC FA4613
Admin DoDAAC FA4613
Inspect By DoDAAC F1Y6AA
Ship To Code F1YGBAA

Ship From Code N/A

Mark For Code N/A

Service Approver (DoDAAC) N/A
Service Acceptor (DoDAAC) FA4613
Accept at Other DODAAC FA4613
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LPO DODAAC N/A

DCAA Auditor DODAAC N/A

Other DODAAC(9) N/A

(*Contracting Officer: Insert applicable DODAAC information. If multiple ship to/acceptance
locations apply, insert " See Schedul€" or "Not applicable.”)

(** Contracting Officer: If the contract provides for progress payments or performance-based
payments, insert the DoDAAC for the contract administration office assigned the functions under FAR
42.302(a)(13).)

(4) Payment request. The Contractor shall ensure a payment request includes documentation
appropriate to the type of payment request in accordance with the payment clause, contract financing
clause, or Federal Acquisition Regulation 52.216-7, Allowable Cost and Payment, as applicable.

(5) Receiving report. The Contractor shall ensure areceiving report meets the requirements
of DFARS Appendix F.

(g) WAWF point of contact.

(1) The Contractor may obtain clarification regarding invoicing in WAWEF from the
following contracting activity's WAWF point of contact.

N/A
(Contracting Officer: Insert applicable information or "Not applicable.")
(2) Contact the WAWF helpdesk at 866-618-5988, if assistance is needed.

(End of clause)

52.222-42 Statement of Equivalent Rates for Federal Hires. 2014-05
Statement of Equivalent Rates for Federal Hires (MAY 2014)
In compliance with the Service Contract Labor Standards statute and the regulations of the Secretary
of Labor ( 29 CFR Part 4), this clause identifies the classes of service employees expected to be
employed under the contract and states the wages and fringe benefits payable to each if they were
employed by the contracting agency subject to the provisions of 5 U.S.C.5341 or 5332.
This Statement isfor Information Only: It is not a Wage Determination

Employee Class Monetary Wage-Fringe Benefits
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(End of clause)

Buy American-Free Trade Agreements-Israeli Trade Act

52.225-4 Certificate. (Deviation 2026-00038)

2026-02

Buy American-Free Trade Agreements-Israeli Trade Act Certificate (Feb 2026) (Deviation 2026-
00038)

(@

(1) The Offeror certifiesthat each end product, except those listed in paragraph (b) or (c)(1) of this
provision, is adomestic end product and that each domestic end product listed in paragraph (c)(2) of this
provision contains acritical component.

(2) Theterms"Bahraini, Moroccan, Omani, Panamanian, or Peruvian end product,” "commercially
available off-the-shelf (COTS) item," "critical component,” "domestic end product,” "end product,”
"foreign end product,” "Free Trade Agreement country,” "Free Trade Agreement country end product,”
"Israeli end product,” and "United States' are defined in the clause of this solicitation entitled "Buy
American-Free Trade Agreements-Israeli Trade Act.”

(b) The Offeror certifies that the following supplies are Free Trade Agreement country end products
(other than Bahraini, Moroccan, Omani, Panamanian, or Peruvian end products) or Israeli end products
as defined in the clause of this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade
Act":

Free Trade Agreement Country End Products (Other than Bahraini, Moroccan, Omani, Panamanian,
or Peruvian End Products) or Israeli End Products:

Lineitem No. Country of origin
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[List as necessary]

(©)

(1) The Offeror shall list those supplies that are foreign end products (other than those listed in
paragraph (b) of this provision) as defined in the clause of this solicitation entitled "Buy American-Free
Trade Agreements-Israeli Trade Act.”

Other Foreign End Products:

Line Item No. Country of origin

[List as necessary]

(2) The Offeror shall list the line item numbers of domestic end products that contain a critical
component (see FAR 25.105).

Line Item No.

[List as necessary]

(d) The Government will evaluate offers in accordance with the policies and procedures of part 25 of
the Federal Acquisition Regulation.

(End of provision)

Buy American-Free Trade Agreements-Israeli Trade Act ALTII 2025-01

52.225-4 Certificate. (Alternate 1)

Alternate Il (JAN 2025). As prescribed in 25.601(b)(2)(ii), substitute the following paragraph (b) for
paragraph (b) of the basic provision:

(b) The offeror certifies that the following supplies are Isragli end products as defined in the clause of
this solicitation entitled "Buy American-Free Trade Agreements-Israeli Trade Act".
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Israeli End Products:

Lineltem No.

[List as necessary]

252 204-7016 Covered Defense Tel ecommunlcatlc_)ns Equipment or Services- 2019-12
Representation.

COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES-
REPRESENTATION (DEC 2019)

(@) Definitions. Asused in this provision, "covered defense telecommunications equipment or
services' has the meaning provided in the clause 252.204-7018, Prohibition on the Acquisition of
Covered Defense Telecommunications Equipment or Services.

(b) Procedures. The Offeror shall review the list of excluded partiesin the System for Award
Management (SAM) (https.//www.sam.gov) for entities excluded from receiving federal awards for
"covered defense telecommunications equipment or services'.

(c) Representation. The Offeror represents that it

does,

[

does not provide covered defense telecommunications equipment or services as a part of its offered
products or servicesto the Government in the performance of any contract, subcontract, or other
contractual instrument.

(End of provision)
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